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Abstract—To enable highly automated vehicles where the
driver is no longer a safety backup, the vehicle must deal
with various Functional Insufficiencies (FIs). Thus-far, there is
no widely accepted functional architecture that maximizes the
availability of autonomy and ensures safety in complex vehicle
operational design domains. In this paper, we present a survey
of existing methods that strive to prevent or handle FIs. We
observe that current design-time methods of preventing FIs
lack completeness guarantees. Complementary solutions for on-
line handling cannot suitably increase safety without seriously
impacting availability of journey continuing autonomous func-
tionality. To fill this gap, we propose the Safety Shell, a scalable
multi-channel architecture and arbitration design, built upon
preexisting functional safety redundant channel architectures.
We compare this novel approach to existing architectures using
numerical case studies. The results show that the Safety Shell
architecture allows the automated vehicle to be as safe or
safer compared to alternatives, while simultaneously improving
availability of vehicle autonomy, thereby increasing the possible
coverage of on-line functional insufficiency handling.

Index Terms—Automated Vehicles, Safety, Multi-Channel
Architecture, Functional Insufficiencies, Faults

I. INTRODUCTION

The promise of improved safety, sustainability and comfort
has driven an ongoing desire for highly automated vehicles
(vehicles fitted with at least one Automated Driving System,
or ADS). Automated vehicles can help reduce traffic casu-
alties caused by human mistakes, a significant worldwide
problem [1]. Next, automated vehicles can accelerate the
implementation of sustainable transportation methods such
as mobility-as-a-service concepts [2]. However, several chal-
lenges still remain before highly automated driving vehicles
can become widely available. Most importantly, automated
vehicles need to become safe enough to allow a transfer of
responsibility for safety from the driver (SAE L2 driving or
below) to the vehicle itself (SAE L3 or above) [3]. Since
ensuring that a vehicle never has an accident is only possible
by not participating in traffic [4], the need for the availability
of journey continuing automated driving functions (often
abbreviated to availability) will lead to some non-zero chance
of collisions with automated vehicles. To be accepted by
society, an automated vehicle will have to be at least safer
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than a responsible human driver [5], yet provide similar
levels of comfort. To get an understanding of the current
limits of automated vehicle capabilities with regards to safety,
causes of supervised automated driving test disengagements
are studied [6]. Of the investigated disengagements, only
14% was attributed to the occurrence of a fault, while 69%
was attributed to the occurrence of so-called Functional
Insufficiency (FI) in the ADS [7]. A FI is an inherent
limitation in a function inside the studied system that leads
to hazardous (dangerous) system behaviour, exposed by the
specific circumstances that the system is operating in, as
defined in the Safety Of The Intended Functionality (SO-
TIF) standard [8]. To clarify the distinction and similarities
between systematic faults covered in ISO26262 [9] and FIs,
we refer to Fig. 1. To handle FIs, SOTIF focuses on design-
time eradication of FIs by identifying them through iterative
testing and redevelopment, thereby reducing the number of
unknown FIs that remain in the system. Given that FIs
currently represent the dominant cause for automated driving
test disengagements, knowledge of FI handling methods is
required to develop a safe ADS. However, we are not aware
of a sufficiently comprehensive survey on this problem.

Therefore, we identify the gap of current approaches that
aim to handle FIs during either development-time or run-
time through a survey and we propose a novel architecture
to handle remaining FIs during run-time with minimal impact
on system availability. Our contributions can be summarized
as follows:

- We analyze and identify the gap in FI handling ap-
proaches through a literature survey.

- We introduction a novel multi-channel cross-checking
architecture for which we coin the term Safety Shell.

- We introduce a method to perform a relative safety and
availability evaluation of different architectures.

- We assess the Safety Shell in comparison to other
architectures using extensive numerical simulations.

The remainder of this paper is organised as follows.
Section II will provide an overview of the current state of
art regarding FI prevention, detection and mitigation and
identify the remaining gaps. To bridge these gaps, Section
III introduces the Safety Shell. The numerical case-studies
used to assess different architecture performances are shown
in Section IV. Finally Section V provides a discussion of the
results, while Section VI summarizes our findings.
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Vehicle (Automated Driving System, ADAS, drivetrain, sensors, actuators)

Triggering condition
(debris on the road,
unusual road sign,
rare vehicle shape,

heavy rain)

Hazardous behavior
(unwanted acceleration,

oversteering)

Hazard
(collision,

control loss)

Fault root cause
(high temperature,
cosmic radiation,
aged electronics,

software bug)

Fault
(software hang,
memory bit flip)

Error
(wrong measurement,

wrong computation result)

Failure
(unwanted acceleration,

oversteering)

Functional insufficiency:
performance or 

specification insufficiency
(imprecise neural network,
inaccurate rain detector)

Output insufficiency:
erroneous system state
(missed or ghost object, 
mis-predicted trajectory,

wrong classification)

Fig. 1. The distinction between Faults and Functional Insufficiencies, reused from [7] with permission.

Fig. 2. A simplified automated vehicle system architecture. Sensors (shared
and channel specific) feed information through the World Model to the
Motion Planning functions to create trajectory plans. These provide actuation
setpoints, as executed by low-level and actuators.

II. STATE OF THE ART

To facilitate a common understanding, we introduce a very
high level architecture of an ADS in a highly automated
vehicle in Fig 2. Following e.g. [10]–[12], multiple redundant
ADSs can be included in an automated vehicle. We refer
to these as Automated Driving (AD) channels. We therefore
distinguish the components that are shared between different
redundant systems e.g., shared sensors, low-level controllers
and actuators, and AD channel specific components, e.g.
channel specific sensors and functions. An AD channel
capable of L2 or higher automation at least includes a World
Model (WM) function, comprised of e.g., various multi-
sensor fusion subfunctions for ego localisation and state
estimation, object detection, identification and motion pre-
diction and road modelling. The WM output is passed to the
Motion Planning (MP) functions, which are responsible for
the coordination of vehicle decision making and motion (e.g.,
route, path and trajectory planners and motion controllers).
The MP provides setpoints to vehicle low-level control and
actuators (e.g., steering angle setpoint, acceleration setpoint).

A. FI handling during development

To follow and comply with SOTIF, most FI handling
for autonomous vehicle development is focused on first
identifying triggering conditions, then improving functions to
better handle the triggering condition, and finally verifying
and validating the improved functionality. For example, if
initial testing identifies that a WM in an ADS undersizes the
bounding boxes used to allocate occupied space to identified

pedestrians, the responsible WM function is be redevel-
oped [13]–[15] and retested. Unfortunately [15] inadvertently
shows a potential FI in the first figure of their study, where a
partially occluded pedestrian is not identified by their updated
system, indicating some undiscovered FIs remain in their
WM, despite their improvements.

Classical approaches [16], [17] intend to provide improved
guidelines for the iterative development process, to try to
attain sufficient safety prior to release of a function. Examples
of these works are e.g., studies that use Decision Safety
Analysis through scenario-based assessments, to evaluate
if the system decision logic is sound [18], or studies to
extend a framework for safety case patterns based on ISO
26262 to machine learned functions and possibly occurring
FIs [19]–[21]. Similarly, design-time handling of potential
FIs is performed via an architectural pattern for each function
that assures safety [22], in extension of the functional safety
requirement handling in ISO 26262. However, an evaluation
of the reported architectural patterns to assure safe func-
tions shows that the proposed patterns (sanity check, barrier
coding, heartbeat checking and condition monitoring) [22]
cannot detect or mitigate FIs related to, e.g., object presence
or state state or drivable space misrepresentations. Both
this counterexample and the prior missed pedestrian counter
example highlight the difficulty of ensuring completeness at
design time, if an important hazard or cause is unknown
during development, despite accepted state-of-art methods,
field-leading expert cooperation, robust design elements and
architectures. Next, the large number of unique out-of-the-
ordinary situations encountered in real traffic makes accu-
mulating sufficient proof of safety through only design-time
testing a near-impossible task [23]. Each of these rare and
unique situations contributes very little to overall risk, but, by
virtue of the number of different unique situations, together
they represent a significant portion of daily driving called the
heavy tail [23], [24].

Recently, approaches such as [12], [25], [26] highlight
the benefit of formal verification of created functions, as
they provide proofs that systems will behave as expected no
matter the inputs to the functions. Unfortunately, the inherent
computational limitations to formal verification techniques
and the difficulty of applying it to uncertain environment
perceptions seem to prevent its application to full ADS
verification. Finally, we need to consider the fact that an
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automated vehicles is expected to operate for several years.
The driving scenarios relevant in 5 or 10 years are likely
different from the scenarios the ADS is designed to cope
with. To fulfil an obligation to safety, ADS developers and
automated vehicle manufacturers will need to monitor leading
metrics (e.g., Safety Performance Indicators [5], [27]) during
the lifetime of the vehicle and, if the Safety Performance
Indicators suggest it, adjust the ADS so it can continue to
operate safely.

In summary, development-time exclusive approaches to
eliminate FIs cannot guarantee completeness, nor are they
inherently suited for quantitative safety or risk analysis that
is required for SAE L3 and beyond [27]. Despite the efforts
of design and development teams following SOTIF and func-
tional safety standards, the infinite variations in scenarios will
ensure that a significant number of untested scenarios will
remain after an economically viable development period [23].
Therefore, unknown FIs will persist after a design is finished,
necessitating highly automated vehicles to be fitted with both
some kind of online FI handling approach as well as a method
to continuously assess if the automated vehicle is still safe
enough to operate, through the tracking of leading safety
metrics [5], [27].

B. Principles of online FI handling

Detecting a FI requires knowledge of the ground truth. In
supervised automated vehicle testing, this is approximated
by a human test driver. For automated vehicles without
supervision at least two heterogeneous AD channels and a
method for cross-comparison and arbitration are required.
This necessitates a discussion on design patterns and ar-
chitectures that enable such methods. A heterogeneous AD
channel function can detect a difference in its sister function
output, but because none directly measure the ground truth,
it is unclear which (if not both) of the functions suffers
from a FI. Heterogeneity of functions is therefore a necessary
but insufficient requirement to detect a FI during run-time.
Similarly, to allow for automated monitoring of the safety
of an implemented AD channel after release, some kind of
detection of disagreement will be required. Acknowledging
this limitation, the aim of systems that apply heterogeneous
functions is to detect divergent behaviour. This indicates
that fault-detection patterns such as homogeneous 2-out-of-2
systems [28], [29] are unable to detect FIs because they lack
heterogeneity.

Heterogeneity in highly AD channel functions affects:
1) The way an AD channel perceives the environment;
2) The way an AD channel chooses to act based on the

perception of its environment.
These differences lead to both varying Operational Design
Domain (ODD) limits and different unknown FIs that re-
main after development. In Fig. 3 we show an abstract
representation of an AD channel function and its ODD on
the left, with the remaining unknown FIs indicated in the
triangular area with oblique lines. The ODD of a function
from a second AD channel is superimposed on the first
on the right side of the figure and its remaining FIs are

Fig. 3. Abstract representation of the heterogeneous ODDs of functions,
represented by the shaded areas. The gaps in the shaded areas represent
remaining unknown FIs, with the oblique lines indicating FIs that are
undetectable during run-time.

indicated with a circle. To reduce the number of remaining
FIs and, consequently, increase the safety of the vehicle, a
suitable cross-checking comparison and mitigation method is
required. The result of a successful method is indicated by
the reduced area with oblique lines on the right. However, if
the comparison and mitigation is too strict, the usable area
of the combined functions can shrink to exclude areas of
disagreement, reducing the overall availability of functions.

In summary, the presence of heterogeneous functions is a
necessary but insufficient condition for FI detection. Through
the application of a number of heterogeneous redundant
channels and the application of cross-checking methods, the
chance of possible FI detection can be increased, but this
must be weighted against the impact on availability.

C. Implementations for online FI handling

All design patterns for FI handling try to reduce the
number of unhandled possible FIs through testing for possible
output insufficiencies or function differences [10], [30]–[35]
(see Fig. 1). As these tests occur during operation, these
generalizable architectures can contribute to reductions in
dangerous behaviour by the automated vehicle, even for the
unknown FIs.

The most limited approach of FI detection can be narrowed
down to a Monitor-Actuator design pattern [28], [36], [37]
(MA, also known as doer-checker or shield pattern), as shown
in Fig. 4, with the arrows indicating flow of information.
Note that the Sensors shown in Fig. 2 are not shown in
the following figures to simplify them. The safety test uses
the information of the nominal WM to assess the safety of
the generated trajectory. If it judges the trajectory as safe,
it allows the barrier function to pass the trajectory on. The
safety test function has a feedback line to the trajectory
generator, used to provide counter-examples that invalidate
the safety of a proposed trajectory and indicate a required
recalculation [38], [39]. Integrated guarantees for legally safe
motion planning output [40]–[42] have been proposed as a
way to stay reasonably safe as well as to ensure no blame lies
with automated vehicles in case of collisions. For the purpose
of our discussion, we refer to this pattern as a single-channel
MA pattern.

The same single-channel MA pattern is used in the Re-
sponsibility Sensitive Safety (RSS) architecture [4] and the
similar Safety Force Field (SFF) [43]. Both prescribe longi-
tudinal and lateral safety distances as a function of ego and
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Fig. 4. Representation of the single-channel Monitor-Actuator architecture,
with the Safety Test feedback lines in blue.

Fig. 5. Representation of a Monitor-Actuator architecture with a nominal
and a safety channel. The mode switch indicates a transition from mission-
continuing ADS functionality to a safe-state attaining fallback function.

other object states and presumed acceleration capabilities,
and enforce mitigating actions (e.g., braking) if nominal MP
output would violate those safe distances. These approaches
assure safety if all vehicles follow them [4], but this utopia
is unlikely to ever by attained if humans interact with the
automated vehicles. Beyond this assertion, certain complex
environments can require risk mitigation in ways that simpler
rule-based algorithms such as RSS or SFF do not allow [35].

Understandably, none of the works on safe motion plan-
ning can claim to ensure the safety of a vehicle, if perception
is lacking, e.g., a certifiably safe trajectory is only safe with
respect to observed objects and predicted object motions.
This is especially relevant for assuredly safe motion planning
(e.g., [40]–[42]) or multi-hypothesis planners (e.g., [40],
[41]), or even the simpler safety rule-based approaches [4],
[43], as very late object detections can result in the absence of
a feasible safe trajectory or response. Single WM approaches
without a backup planner are therefore more suitable for low-
speed vehicles in more controlled circumstances.

To also allow WM-caused FI handling and retain a fallback
MP in case of persistent MP issues, the MA design pattern
shown in Fig. 4 is augmented to Fig. 5, based on [32]. In Fig.
5 the signals from the safety channel are shown in blue with
dashed lines, to distinguish them from the nominal channel
signals. This MA pattern and variations of it test for safety
violations of the planned trajectory, not just by comparing
to the nominal WM but also by comparing to a dedicated
separate safety WM [30], [32]–[34], [44]. Such safety WMs
are often simplified compared to nominal WMs, to obtain
a higher belief in the correct operation of these functions
[32]. Going forward, we will be referring to this pattern
simply as the MA pattern. If a safety threshold violation
occurs, a safety fallback motion planner is activated [32]–
[34], [44], or output is restricted to an assumed safe setpoint
envelope [30]. Often these safety fallback motion planners
are kept simple to ensure that their behaviour is predictable,
such as automatic emergency braking (AEB) systems [44].
We refer to this fallback strategy as an emergency response,
and to the trajectory that governs this as the escape trajectory.

These architectures and response strategies will impact

Fig. 6. Representation of 2-channel Monitor-Actuator architecture by [34],
with a nominal channel, a safety channel and a perception similarity test.

Fig. 7. Representation of Fused World Model architecture by [33], with the
coupled nominal and safety perception systems.

Fig. 8. Representation of the proposed 3-World-Model approach by [30],
[45], with the single nominal channel and 2 safety WMs with their blue
dashed and dotted signal lines.

the availability of nominal functionality. In the case that
the safety channel correctly identifies a hazardous planned
trajectory and causes a mode switch to the safe-state attaining
escape trajectory, the availability penalty is justified, though
still undesired. However, in case of a False-Positive (FP)
issue (e.g., a ghost object detection by the safety WM),
the availability penalty is not justified and the safety of the
automated vehicle is decreased due to the harsh fallback MPs.
The presence of this fallback allows for higher speeds to be
planned and relaxes the requirement for nominal trajectories
to end in a safe state to assure safety if the nominal MP
or WM encounters an FI. The system still requires the safe-
state attaining fallback to be an acceptable solution in its
entire ODD, meaning, e.g., highway driving is difficult with
simple fallback planners, as stopping in the fast lane is not
a safe state.

Some design patterns go beyond testing nominal trajec-
tories for unsafe motions and also test for environment
perception disagreement [34], as shown in Fig. 6. This is
similar to majority-voting approaches common in aviation,
e.g., the triple-redundancy majority voting pattern [28]. The
main downside of this approach is the reduced availability
of the nominal automated driving function due to the many
non-significant differences between heterogeneous perception
functions that can trigger the mode switch to the fallback
channel and stop the vehicle. To overcome this [33] proposes
to use the intersection of the free space from safety perception
and nominal perception for all motion planning, as shown in
Fig. 7. This largely eliminates ghost-object-triggered mode
switches to the fallback MP, as the nominal MP will have
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TABLE I
SUMMARY OF IDENTIFIED FI-HANDLING ARCHITECTURES, WITH THEIR ADVANTAGES AND DISADVANTAGES

Design pattern Detection method of FIs Interventions Advantages Disadvantages Associated publications

Single-channel
MA pattern
Fig. 4

Safety test w.r.t nominal
WM or formal guarantees
of nominal MP

Not publishing
trajectory /
restricted output
control setpoints

Simple design,
robust against
MP FIs

WM FIs undetectable, in case
of not publishing then there is
no clear fallback available

[4], [38]–[43]

MA pattern,
one safety WM
Fig. 5

Safety test of nominal
MP w.r.t. safety WM

Switch to
fallback MP

Can detect FIs caused
by nominal WM and MP
if not simultaneously
occurring in safety WM

Sensitive to FP safety test fails,
limited fallback capability,
limited WM FI coverage through
single safety WM addition

[32]

MA pattern with
safety WM and
WM comparison
Fig. 6

Safety test of nominal
MP w.r.t safety WM and
safety vs nominal WM
comparison

Switch to
fallback MP

Extra sensitive to leading
FIs (issues in WMs that
do not cause immediate
dangers), can detect FIs by
nominal WM and MP if
not simultaneously
occurring in safety WM

Highly sensitive to channel
differences, sensitive to FP safety
test fails, limited fallback
capability, limited WM FI
coverage through single
safety WM addition

[34]

FWM pattern,
safety WM and
free space fusion
Fig. 7

Safety test of nominal
MP w.r.t. safety WM

Switch to
fallback MP

Reduced sensitivity to FP
FIs in safety WM, can
detect FIs caused by
nominal WM and MP
if not simultaneously
occurring in safety WM

Limited WM FI coverage through
single safety WM, risk of
intertwined development of safety
and nominal WM, limited fallback
capability

[33]

RSS pattern,
two safety WMs
Fig. 8

Safety test of nominal
MP w.r.t. both safety
WMs and nominal WM

Restricted output
control setpoints

Improved detection of FIs
caused by nominal WM
and MP if not simultaneously
occurring in any of the safety
WMs

Limited fallback capability,
pattern design limited to 2
safety WMs

[30], [45]

to take any FP obstacle detections by the safety WM into
account in its motion planning. Consequently, this architec-
ture reduces disengagements at the cost of more conservative
nominal MP behaviour. We refer to this architecture as the
Fused World Model (FWM) architecture. As this architecture
only includes a single simplified safety WM and fallback
MP [32], [33], it is limited in its ability to increase the chance
of detection of different FIs through the cross-comparisons
to more heterogeneous WMs. The FWM solution is more
robust against WM insufficiencies such as missed objects and,
consequently, is able to plan safe motions despite a single
occurring WM FI. It is therefore likely to be safer than the
MA pattern, as its nominal MP is better able to find a safe
path compared to fallback MPs. Depending on the trust in the
nominal MP, this approach may be suitable for a controlled
ODD such as a limited speed highway automation.

To allow increased probability of danger detection and in-
creased redundancy in case of fault, a 3-channel architecture
is proposed by [30], [45], who suggest to have 2 fully hetero-
geneous safety perception channels in parallel with a nominal
perception system, acting in a MA safety-threshold pattern
shown in Fig. 8. In this design both heterogeneous safety
channels will be used to assess if the proposed actuation set-
points derived from the nominal MP respect the RSS limits.
Any violation of the RSS limits will ensure that the actuation
setpoints are replaced by the required RSS safe action, e.g.
brake with specified deceleration or perform limited lateral
manoeuvres. In [30] the authors mention that each individual
safety perception channel could operate as a fully functional
redundant channel in case of fault. However, based on [45],
it appears that this entails rerouting the WM data from one
of the safety channels into the same MP, instead of a parallel

(possibly heterogeneous) MP. Therefore for the purpose of
this study we treat this architecture as a MA pattern with
2 safety WM systems. Thanks to its integration with the
RSS safety-indicator and envelope restriction, we refer to
architecture as the RSS architecture. Based on the single MP
function, there is limited flexibility in case of a MP FI in the
RSS architecture, yet the 3 heterogeneous WMs are expected
to increase the chance of FI detection. Consequently, the
system may be suitable for limited-speed situations of more
diverse natures than the FWM architecture, e.g., low-speed
city manoeuvring, limited speed automation on more diverse
roads, where suddenly stopping vehicles are not considered
too obtrusive.

D. The gap in the state of the art

All designs covered in Section II-C are able to reduce
some of the unknown FIs that remain in an ADS after initial
development. These designs, summarized in Table I, rely on
a single nominal MP and a mode switch to a simple fallback
MP or prescribed trajectory output restriction, triggered if
the nominal system is judged as unsafe. However, complex
scenarios that cause nominal systems to encounter a FI, may
be beyond the capability of simple fallback planners or RSS
safe actions [35]. For instance, stopping a highly automated
vehicle in-lane on a highway is generally not a sufficiently
safe state, nor is stopping on a railway intersection. Next,
by adding multiple safety WMs that can only trigger a
mode switch to the fallback approach, the chance of a false
positive trigger and consequently of unnecessary availability
interruption increases, e.g., due to a false positive detection
in one of the safety WMs. Finally, of all architectures shown
in Fig. 4-8, none are capable of continuing if a FI or fault
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occurs in the nominal motion planner, as all have to resort
to either an envelope restriction or simple fallback MP.

To fill this gap we have distilled the following problem
formulation: How to develop an architecture capable of
combining the best of several Automated Driving Channels
in an automated vehicle, thereby increasing the safety of the
automated vehicle without impeding the availability of au-
tomated driving functionality, when compared to alternative
architectures?

III. SAFETY SHELL

To address the problem identified at the end of the pre-
vious section, we propose the Safety Shell in this paper,
of which a preliminary conference version was presented
in [46]. Compared to [46], we provide, next to the survey
in Section II, a more complete explanation of the Safety
Shell concept, improve the arbitration algorithm, introduce
the used risk calculations, clarify the process to determine
key tuning parameters, introduce significantly more extensive
numerical simulations, which includes both a three-channel
implementation of the Safety Shell and comparisons to an-
other proposed three-channel architecture, which were all not
available in [46].

Fig. 9. Representation of multi-channel Safety Shell architecture. Each
channel is an ADS that is able to continue the journey of the vehicle.
Consequently, each line represents a purple nominal signal connection.

A. High-level Safety Shell arbitration logic

To introduce the Safety Shell, consider Fig. 9, which
highlights three parallel AD channels capable of journey con-
tinuation, each with their own WM and MP functions, with
Channel n referring to the expandability of the architecture
to more parallel channels. Conceptually, the Safety Shell is
based on the following ingredients:

a) Given multiple heterogeneous channels available in the
architecture, run-time determination of a relative prefer-
ence of each channel through recent performance eval-
uation and initial design-time settings can be created.

b) Risk computations can be executed through a safety test
between all generated trajectories by the MPs and all
available WMs.

Based on these two ingredients, the Safety Shell architecture
is completed by an arbiter, which accumulates all risk and
preference assessments, and selects a channel to control
the vehicle at every evaluated timestep. Inside the arbiter a
fallback MP is available, which uses the accumulated WM

data to generate an emergency trajectory to a safe state, in
case none of the channels provides a sufficiently safe motion
plan. Sensors, not shown in Fig. 9, may be shared between
some channels, but redundancy considerations can require at
least some sensors unique to different channels [8], [9].

By exploiting multiple parallel journey continuing AD
channels, the Safety Shell can overcome the limitations
of simple fallback motion planners that cannot deal with
complex scenarios [35]. Note that, as concluded in Section
II-D, the evaluated architectures in Table I all sacrifice the
availability of mission continuing functions for an increase
in safety through the use of simple fallback MPs or motion
envelop restrictions. As each of the parallel AD channels
in the Safety Shell can possibly continue the journey, the
availability is impacted less by switching to another channel.
For instance, even if one channel has a false positive observa-
tion (e.g., a ghost object is detected on the planned vehicle
path), the journey-continuing nature of this channel allows
it to go beyond simply slowing down and, instead, consider
changing lanes or choosing an entirely different route. Of
course, one should try to avoid frequent switching between
channels, as this impacts both the comfort of passengers and
the predictability of the automated vehicle when viewed by
other road users. The arbiter algorithm used to select the
channel has to balance all these aspects and is, therefore,
instrumental in the success of the Safety Shell architecture.
We summarize these points through the following three rules:

1) Select the most preferred channel, if safety and comfort
allow it;

2) Switch to a safe and sufficiently preferred channel, if
the currently selected channel is predicted to create a
dangerous situation;

3) If the current channel is immediately dangerous and
no safe alternative channel is available, then the emer-
gency trajectory must be activated to avoid or at least
mitigate unreasonable risk.

To illustrate these rules, we propose four examples scenar-
ios shown in Fig. 10. In Fig. 10.A the Ego vehicle, fitted with
the Safety Shell, travels along a straight road without obsta-
cles. If both channels provide a safe trajectory, but channel 1
proposes a more preferred (e.g., more comfortable) trajectory,
then a switch to channel 1 is desired. This behaviour is
encoded within rule 1. Now consider a similar straight-road
scenario, in which a pedestrian is predicted to cross the road.
Let us consider the situation in which channel 1 plans a
dangerous trajectory with respect to the pedestrian for some
reason (e.g., no object detection, different predicted motion,
insufficiency in the MP), while channel 2 plans to slow
down smoothly. This situation with the planned trajectories,
as well as a planned basic fallback manoeuvre denoted as
Tescape, are drawn in Fig. 10.B. Given that channel 1 has
been established as more preferred, it might be sensible to
maintain our selection of channel 1 for a short amount of
time, to allow channel 1 to respond appropriately, for example
as drawn in Fig. 10.C. However, if channel 1 does not correct
itself and channel 2 still provides a safe alternative, a switch
to channel 2 is preferred. Certainly this is more preferred
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than an immediate switch to the Tescape trajectory, given
that this will be much less comfortable and will interrupt
the availability of autonomous functionality. This balance
between preference and safety is made in rule 2. If, for some
reason, both channels 1 and 2 do not create safe trajectories
with respect to detected dangerous obstacles, the vehicle must
attempt to reduce the risks. In this situation, shown in Fig.
10.D, maintaining the safety of the vehicle is the only relevant
consideration. If there is still some safety margin between
the current moment and the last safe time for the escape
trajectory activation, then we may opt to wait to see if one
of the channels may still be able to create a safe trajectory.
However, safety is key in this case, and the fallback response
is therefore activated at or close to this last safe intervention
time. This consideration is covered by Rule 3.

Fig. 10. Four example situations, with A. showing two safe channels of
different quality, B. showing a predicted dangerous situation along channel
1’s trajectory, C. showing the possible result of giving channel 1 the benefit
of the doubt and allowing it to create a safe trajectory too, and D. showing
a possible situation where both channels do not provide a safe trajectory,
and the last safe intervention time approaches, visualized by the fallback
trajectory Tescape.

B. High-level computation of arbitration logic

As unknown FIs may occur at any time during operation,
the Safety Shell must be run at a regular and sufficiently small
periodic time interval ∆s to match sensor update periods
(typically in the order of 0.2, 0.1 or 0.05 [s]). This allows
the Safety Shell to use the latest available information for
FI detection and mitigation. The evaluation of the safety
shell at time t = k∆s is indicated by discrete time index
k ∈ N. At each discrete time k we approximate the safety
of a planned trajectory in comparison to the observed and
predicted surroundings based on all WMs, as well as differ-
entiate acceptable risk from unacceptable risk, as we explain
further below (Sections III-C to III-G).

The three rules given above translate to the follow-
ing high-level conceptual setup of the Safety Shell, where
C(k) ∈ {1, 2, ..., nc, Tescape(k)} represents the channel
choice at discrete time k, for a system with nc number of
channels and integrated fallback trajectory Tescape(k), calcu-
lated for the situation at time k. Relating to ingredients a) and
b), we assume that for each channel i ∈ nc := {1, 2, ..., nc}
a preference indicator πi(k) ∈ R≥0 and a risk-dependent
safety indicator ζi(k) ∈ R≥0 are available at time k ∈ N. To
emphasize, these quantities are time-varying and thus depend
on k. These conditions and definitions will be substantiated
in later subsections. We assume that the channel selected at
the prior timestep k − 1 is given by index j ∈ nc, i.e.,

C(k − 1) = j (1)

with the channel selection at initialization C(−1) set to
the most preferred channel available. Next, we determine at
which point in the past (if any) a channel switch occurred,
i.e.,

s(k) := max{l ∈ N<k|C(l) ̸= C(l − 1)} (2)

where we use the convention that max(∅) = 0. Next, we
assess if sufficient time has passed since the last channel
switch to allow a purely preference-based channel switch,
through

k − s(k) ≥ q (3)

where q ∈ N≥1 is a to-be-set parameter in the Safety
Shell. The check (3) is used to avoid too frequent channel
switches that are purely based on preference (which may
be uncomfortable), but will not impede safety-based channel
switches. If (3) is true, we assess if there are more preferred
and safe channels available via

{i ∈ nc | ζi(k) ≥ ζ
safe

∧ πi(k) > πj(k)} ≠ ∅ (4)

where ζi(k) ≥ ζ
safe

is a sufficient condition of (a large
degree of) safety of channel i ∈ nc based on the risk-
dependent safety indicator ζi(k) and a minimum safety level
ζ
safe

and πi(k) represents, as mentioned above, the (time-
varying) preference score of each channel i ∈ nc, at the
discrete time k ∈ N. Consequently, πi(k) > πj(k) restricts
the set of suitable channels in (4) to only those that are
preferred more than the currently selected channel j. If both
(3) and (4) are true, we select the most preferred safe channel
via

C(k) := argmax
i∈nc

{πi(k)|ζi(k) ≥ ζ
safe

∧πi(k) > πj(k)} (5)

Together, (2) through (5) form the implementation of rule
1. If (3) or (4) (or both) are false, we assess if a channel
switch is required to reduce exposure to significant risk
predicted along the trajectory of the currently active channel
j. A significant risk predicted to occur within a limited
time due to the planned trajectory Tj of channel j results
in ζj(k) < ζ

safe
. However, ζj(k) < ζ

safe
does not mean

an immediate intervention is required. For instance, the
identified risk may be predicted to occur some time in the
future, providing the automated vehicle with plenty of time to
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respond appropriately. In these scenarios, we re-use the safety
indicator ζj(k) to restrict the set of channels considered as
suitable alternatives to those channels with sufficiently high
preference scores. This selection procedure is indicated via

{i ∈ nc | ζi(k) ≥ ζ
safe

∧ πi(k) ≥ ζj(k)} ≠ ∅ (6)

The comparison between preference πi(k) and risk indicator
ζi(k) in (6) may appear strange at first, but will be elaborated
on more in Section III-F below. By assigning higher prefer-
ence scores πi(k) to channels that aim to continue the journey
instead of reverting to a safe-stop, the Safety Shell will first
consider selecting these availability-maintaining alternative
channels as a way to reduce risk. If risks are predicted to
occur far enough in the future for the currently selected
channel j, i.e., ζj(k) is relatively large, such that none of
the channels has a sufficiently high preference score (i.e.,
πi(k) < ζj(k), for all i ∈ nc), then the limits of the set
of channels in (6) allows the vehicle to continue with the
prior selection, i.e., C(k) := j. This allows e.g., false-positive
risks to be corrected in the next Safety Shell evaluation at
k+ 1 without requiring a channel switch. If (6) is true, then
channel j exposes the vehicle to risk and at least one suitable
alternative channel is available. Of those, the most preferred
is identified via

C(k) := argmax
i∈nc

{πi(k)|ζi(k) ≥ ζ
safe

∧πi(k) ≥ ζj(k)} (7)

Equations (6) and (7) represent the implementation of rule 2.
If both (4) and (6) are false, we assess if we can either

continue with the currently selected channel or if we must
use an emergency trajectory, through

C(k) :=

{
Tescape(k) if ζj(k) ≤ ζunsafe
j if ζj(k) > ζunsafe

(8)

where ζunsafe < ζ
safe

represents an immediate danger thresh-
old and Tescape(k) represents the fallback motion planner’s
escape trajectory at discrete time k ∈ N. Finally, (8) forms
the implementation of rule 3.

Together, equations (1) through (8) represent the transla-
tion of the two ingredients and three rules into the high-
level formulation of the Safety Shell arbitrator using safety
indicators ζi(k) and preference indicators πi(k) for each
channel i ∈ nc. Section III-C through III-E will now detail
the implementations regarding risk, a time-based evaluation
of danger and the interpretation of sufficient safety. In these
subsections, we will specify πi(k), ζj(k), ζsafe, ζunsafe and
Tescape(k). Identifying which channels can be considered
through their preference scores is explained in Section III-F.
The arbitration strategy introduced above is updated with the
implementation details of Sections III-C to III-F in Section
III-G.

C. Risk calculations

To quantify the safety of a trajectory, this work uses a
relative risk calculation. We use the general definition of
risk from [9] as the combination of the predicted probability
of adverse event E ∈ {1, 2, ..., nevents} occurring combined

with the expected severity of that event. An adverse event
E is not restricted to collisions and may also refer to,
e.g., loss-of-control, rule-restriction-violation or out-of-lane
events. At each risk function call at discrete time k by
the Safety Shell arbiter, risk is evaluated over a prediction
time horizon τH∆p into the future. In particular, we take
τ ∈ N := {0, 1, 2, ..., τH} as the predicted discrete time
beyond the current time t = k∆s, with the associated
constant prediction time step size of ∆p [s]. A quantity,
e.g., risk, evaluated at the discrete time k ∈ N, concerning
the future predicted discrete moment τ ∈ N, refers then
to the time interval [k∆s + τ∆p, k∆s + (τ + 1)∆p). The
prediction time step ∆p may differ in size from the evaluation
time step ∆s. To calculate the risks that inform channel
choice, we compare trajectories to WMs. As trajectories
and WMs are updated regularly by channels, they are time-
varying. A trajectory from channel j will contain the planned
consecutive states of the vehicle, via

Tj(k) := {Tj(k, 0), Tj(k, 1), Tj(k, 2), ..., Tj(k, τH)} (9)

where the notation Tj(k, τ) is used to represent the planned
vehicle state at k∆s + τ∆p. WMi(k) will contain similar
predicted trajectories for all relevant object identified at
time k and may contain various observations that do not
change over the prediction horizon, e.g., road boundaries,
weather conditions. The implementation of this notation is
shown in the example in Section IV-B and specifically Fig.
18 and 19. To lighten the notation we have dropped the
k, τ dependencies in Tj and WMi where they do not offer
extra insights. Similarly, we do not explicitly denote the
dependency on k when we use the variable τ , as we assume k
to be clear from the context. The risk Rij(τ) is subsequently
calculated as

Rij(τ) =

nevents∑
E=1

PE,ij(τ)SE,ij(τ) (10)

where i ∈ nc is the channel index of the world model WMi

that we use to assess the risk of trajectory Tj from channel
j ∈ nc. The term PE,ij(τ) represents the probability of
adverse event E ∈ {1, 2, ..., nevents} to occur in the time in-
terval [k∆s + τ∆p, k∆s + (τ + 1)∆p), given the trajectory
Tj and world model WMi at discrete time k. Following e.g.,
[47], [48], we use a map from conventional safety indicator
values (e.g., Time To Collision [49], Post Encroachment
Time [50] and minimum safe distance) to an approximate
probability of an adverse event. For further details on setting
up the probability calculations, we refer to Appendix A.

The term SE,ij(τ) in (10) refers to the severity
of the same adverse event E in the time interval
[k∆s + τ∆p, k∆s + (τ + 1)∆p), again based on WMi and
Tj . To create suitable severity estimations we used [51] to
relate predicted impact speed to injury severity outcome prob-
ability. The curves found by [51] range from zero probability
of severe injury or death at near-zero speeds of collision
to unity at higher speeds of collision. To ensure that all
collisions are penalised to some extent in the Safety Shell, we
raised the severity of collisions with vehicles and Vulnerable
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Road Users (VRUs) at all speeds by 1. Consequently, the
severity now ranges from 1 to 2 for VRU and vehicle objects,
though the rate at which they increase as a function of
the predicted impact speed varies per type of object. The
calculation of severity is shown in Appendix B. Other suitable
risk calculation methods can be used as well in the Safety
Shell, indicating its flexibility.

An experimentally determined risk thresholds value
RThreshold is set as per [47], [48], which specifies unrea-
sonable risks via

Rij(τ) ≥ RThreshold (11)

Using (11), we can identify the first moment a trajectory
exceeds the unreasonable risk threshold via

τU,j(k) := min{τ ∈ {0, 1, 2, ..., τH} |
Rij(τ) ≥ RThreshold

for some i ∈ nc}
(12)

If Rij(τ) < RThreshold for a tested trajectory Tj , for all
τ ∈ {0, 1, 2, ..., τH} according to all WMi with i ∈ nc (i.e.,
the sets in the right-hand side of (12) are all empty) we
set τU,j(k) := ∞. Large values for τU,j(k) indicate a large
degree of safety for trajectory Tj .

D. Last safe intervention time

The last safe intervention time τL,j(k), k ∈ N, is the
amount of time (if any) left until the automated vehicle must
intervene with an emergency response to avoid all predicted
unreasonable risk, if it continues to follow the trajectory Tj

up to future time τL,j(k), similar to the plan b approach
in [47] or time to response from [49]. In Section III-A
we already alluded to this concept in the shown example
accompanying Fig. 10. Formally, we define the last safe
intervention time via

τL,j(k) := max{θ ∈ {0, 1, ..., τU,j(k)− 1} |
Rθ

ij(τ) < RThreshold,

∀i ∈ nc,

∀τ ∈ {0, 1, ..., τH}}

(13)

where Rθ
ij(τ) is the risk re-calculated at time k via (10) over

the full prediction time horizon τ ∈ {0, 1, ..., τH}, based on
WMi, i ∈ nc, with the tested trajectory T θ

j defined by

T θ
j (τ) :=

{
Tj(τ) for all τ < θ

Tescape,j(τ) for all τ ≥ θ
(14)

for θ ∈ {0, 1, ..., τU,j(k) − 1}. In other words, the states
T θ
j (τ) in trajectory T θ

j are equal to the states Tj(τ) in
trajectory Tj up to but not including τ = θ, while the
following states T θ

j (τ) are set according to Tescape,j(τ). If
no suitable intervention exists that eliminates all unreasonable
risk, i.e., if no θ ∈ {0, 1, ..., τU,j(k)− 1} creates a combined
trajectory T θ

j through (14) that satisfies Rθ
ij(τ) < RThreshold

in (13), or if τU,j(k) = 0 (unreasonable risk is immediate),
we set τL,j(k) := 0 for trajectory Tj . If τU,j(k) = ∞ then
we assign τL,j(k) := ∞. The escape trajectory Tescape,j used

Fig. 11. Illustration of the difference in required intervention to prevent
unreasonable risk due to a stationary object, for 1D motion space (A1 and
A2) and 2D motion space (B1 and B2 respectively).

in (14) is defined as a trajectory that uses the maximum
allowable capacity of the vehicle to reduce the predicted
exposure to risk. As a first proof-of-concept implementation
of Tescape,j , an AEB manoeuvre is used, similar to the safety
procedures from, e.g., [4], [43], though other manoeuvres
can also be used. Due to the simple nature of this escape
trajectory, the lateral control of Tescape,j is based on the
intended path of Tj , hence its dependency on channel index j.
This definition of the last safe intervention time τL,j(k) forms
a proportional measure to the urgency of an intervention. We
use this as the risk-based safety indicator ζi(k) as used in
Section III-B, i.e.,

ζj(k) := τL,j(k) (15)

E. Quantifying safety

The arbitration logic introduced in Section III-B relies
on quantified safety levels. The prior subsection introduced
the substitution of τL,j(k) for ζj(k) in (15). Here, we will
introduce a substitution for thresholds defining safe ζ

safe

and unsafe ζunsafe trajectories, based again on τL,j(k). We
illustrate the process of quantifying safety using the fol-
lowing simplified considerations. Generally a risk-reducing
trajectory started prior to τL,j(k) will require less than
the maximum manoeuvring capacity to avoid all predicted
unreasonable risk. As illustrated in the 1D example in the top
of Fig. 11, switching from the planned dangerous trajectory
to a decelerating alternative trajectory results in an intuitively
smoother intervention, if the switch is performed sooner (see
A1 vs A2 in Fig. 11). Similarly, a 2D trajectory can be
smoothed considerably, if more time is available to evade the
obstacle that causes risk (see B1 vs B2 in Fig. 11). Reversing
the argument, we pose that a trajectory is sufficiently safe if:
1) there is no required intervention (τL,j = ∞), or 2) if
the required intervention, when immediately implemented,
only requires relatively comfortable accelerations to avoid
all unreasonable risk. This limit can be expressed either as
an upper limit of the vehicle capacity required for the escape
trajectory (e.g., 25% of available brake deceleration capacity,
in the case of an AEB-based escape trajectory), or as an
analogous minimum time until the last safe intervention time,
e.g., ∆pτL,j(k) ≥ tsuff [s]. The capacity threshold or value
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of tsuff may be determined through expert assessment or
experimentation. To facilitate discrete-time implementation,
tsuff is expressed as tsuff = τsuff∆p. Using this, we set ζ

safe
in (7) as

ζ
safe

:= τsuff (16)

We suggest τsuff∆p ≥ 1.5 [s], depending on the operational
design domain.

Next, we substitute the immediate danger threshold ζj ≤
ζunsafe used in (8) with

ζunsafe := τimmediate (17)

with timmediate = τImmediate∆p in the order of 0.1 to 0.3 [s].
The safety margin timmediate is used to ensure that actuation
delays as a result of vehicle characteristics are compensated
through timely activation of the escape trajectory Tescape,j .
To avoid cyclic logic, τsuff > τImmediate must be true.

As the time thresholds generalize easily over any type of
escape trajectory and WM and MP functions have limited
prediction horizons, we have opted to define all the thresh-
olds in time. This allows predictable behaviour in various
scenarios requiring arbitration decisions.

F. Preference order and consideration times

If τimmediage < τL,j(k) < τsafe, then the selected channel
j is no longer sufficiently safe, yet it is not immediately
dangerous. In this case the arbitration strategy considers
alternative channels to the currently selected channel, as
introduced in (6) through (7). As indicated in the prior
subsection, intervening or switching sooner decreases the
intervention severity. However, as mentioned at the start
of Section III, frequent channel switches are likely very
uncomfortable. Consequently, switching as soon as possible
will likely not result in a smooth experience in the automated
vehicle, which is why (3) was introduced and we now
introduce preference-order based channel selection in face
of future risks. We will now define πi(k) used in (4)-(7), via
a so-called consideration time tC,i(k) = τC,i(k)∆p, i ∈ nc,
explained below. Following (6), channel i is only considered
if πi(k) ≥ ζj(k). This preliminary condition is now updated
to

πi(k) ≥ ζj(k) ⇔ τC,i(k) ≥ τL,j(k) (18)

The consideration time τC,i(k) is a time-varying preference
score and a function of the consideration time set at design
time, τ∗C,i. Unfortunately, there is no formal rule to tune
these initial parameters. E.g. if you find that in a two-
channel system one of the channels is prone to cause false-
positive risk estimations and provides less comfort, setting its
consideration time low will ensure that it is not immediately
selected and this channel has time to correct its false-positive
risk estimations. On the other hand if both channels are
considered good alternatives that rarely cause false-positive
risk estimations, you may choose to set the consideration
closer to one another. This idea, to balance preference and
safety, was introduced through rule 2 in Section III-A, see
also the accompanying example in Fig. 10. To create an initial

estimate of consideration times we use brake deceleration
targets of the included channels as a substitute of comfort and
apply them to the simple 1D case shown at the top of Fig.
11. We determine how much time prior to the τL,j we need
to switch to another channel i ̸= j, i ∈ nc, to attain a desired
level of comfort. E.g., if stationary objects are reasonable
to expect on path up to ego velocities of v = 20 m/s,
we can use the difference between the maximum allowable
brake deceleration aL (used for the calculation of the Last
Safe Intervention Time) and the desired magnitude of brake
intervention required by a channel ai, to estimate the when
we need to switch to the channel to not necessitate more
severe braking than ai. To do so, we compute the difference
of the expected braking distances of the escape intervention
and the assumed channel intervention, and divide by the time
taken to cover that distance, via

τ∗C,i =
1

v

(
v2

2ai
− v2

2aL

)
(19)

Setting aL = 8 m/s2 and a1 = 3.5 m/s2 returns τ∗C,i ≈ 1.6 s,
while setting a2 = 4.5 m/s2 returns τ∗C,i ≈ 1.0 s.

As concluded in Section II, no design-time FI elimination
method is complete. Consequently, each ADS will contain
some unknown FIs at release. Therefore, it is possible that the
AD channel assumed to be best during the automated vehicle
design-time performs poorly in specific scenarios. To allow
the arbitration logic to select the best performing channel,
we track the recent channel performance, via

τC,i(k) = τ∗C,i

(
1

1 + ρgi(k)

)
(20)

with gi(k) the number of occurrences of τL,i < τsuff over
a rolling time window {k − kr, ..., k} of length kr ∈ N+

of operation and ρ an experimentally determined scaling
factor. By tracking early indications of reduced safety, gi(k)
can serve as a Safety Performance Indicator [23]. Other
performance tracking metrics can also be used instead of or
in addition to (20) to adjust the consideration times.

Using this definition of πi(k) := τC,i(k) and the suggested
tuning procedure, the comparison between preference and last
safe intervention time is both possible and appropriate.

G. Final arbitration strategy

With all elements regarding last safe intervention time,
consideration time and sufficient and immediate thresholds
explained, we can rewrite (4) through (8) to include them.
Starting with (4), the substitutions of ζj(k) ≥ ζ

safe
⇔

τL,j(k) ≥ τsuff (16) and τC,i(k) for πi(k) result in

{i ∈ nc | τL,i(k) ≥ τsuff ∧ τC,i(k) > τC,j(k)} ≠ ∅ (21)

As introduced in Section III-B, if (3) and (21) are both true
we implement rule 1 from Section III-A and select the more
preferred channel to continue via

C(k) := argmax
i∈nc

{τC,i(k) |

τL,i(k) > τsuff ∧ τC,i(k) > τC,j(k)}
(22)
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If either (3) or (21) is false, we evaluate if we should switch
to a sufficiently preferred safe channel, implementing rule 2
from Section III-A via the rewritten version of (6), namely

{i ∈ nc | τL,i(k) ≥ τsuff ∧ τC,i(k) ≥ τL,j(k)} ≠ ∅ (23)

where we also substitute πi(k) ≥ ζj(k) ⇔ τC,i(k) ≥ τL,j(k)
(18). If (23) is true, we evaluate the best channel for the
safety-driven intervention (previously (7)), via

C(k) := argmax
i∈nc

{τC,i(k) |

τL,i(k) > τsuff ∧ τC,i(k) ≥ τL,j(k)}
(24)

Because (24) is not restrained by (3) to allow for safety-
based switching, consideration times need to adhere to
τC,i(k) < τsuff for all i = nc and all k ∈ N to ensure
that (24) does not cause fast channel switching between
two channels with close τC,i(k) > τsuff values and safe
trajectories. Finally, we implement rule 3 from Section III-A
by rewriting (8) to

C(k) :=

{
Tescape,h if τL,j(k) ≤ τimmediate

j if τL,j(k) > τimmediate

(25)

where we substituted τL,j(k) for ζj(k) and τimmediate for
ζunsafe, and Tescape,h is the safest of the escape trajectories,
based on the assumptions outlined in Section III-E. It is
defined as

h := argmax
i∈nc

{τL,i(k)} (26)

Note, the escape trajectory selection process in (26) is a
consequence of the way the current escape trajectory is
enforced to follow the originally planned path. If more
sophisticated escape trajectory planners are available, the
dependency on different channels and therefore on subscript
h can be dropped in (14), (25) and (26).

The arbitration algorithm now uses the following steps:

1) Extracting the prior time step channel selection
(1) and assert when a different channel was
selected via (2);

2) If sufficient time passed for preference-based
switches (3) and more preferred channels are
available, i.e., (21) holds, assess (22) to select
a more preferred and sufficiently safe channel;

3) If the above did not result in a channel choice
and at least one suitably preferred and safer
alternative is available, i.e., (23) holds, assess
(24) to perform a safety-driven switch to the most
preferred of all sufficiently safe channels;

4) If the above did not result in a channel choice,
test if the current channel is not immediately
dangerous, or if we have to switch to the safest
escape trajectory via (25) and (26).

Through this logic the arbiter ensures that not all un-
reasonable risk identified on the selected channel trajectory
Tj requires immediate channel switching or mitigation. This
provides channel j an opportunity to resolve any temporary
FIs that may cause this unreasonable risk in Tj . Next,

delaying a channel switch also allows FP risk assessments
by other channels to be corrected in subsequent Safety Shell
algorithm evaluations. All of this reduces channel switching
and, consequently, improves comfort. In combination with
(22), this arbitration strategy leads to increasing usage of the
most preferred channel.

In summary, the key differences to other architectures
listed in Table I are:

1) The inclusion of sophisticated redundant channels al-
lows for better evaluation of complex scenarios and
increases the likelihood that the redundant channels are
able to deal with the difficult and complex scenarios
that stump the preferred channel.

2) By first considering more preferred and mission-
continuing channels in (24) instead of choosing the
channel that maximizes safety in complex circum-
stances, the number of sudden stops are reduced and
the automated vehicle’s comfort and its ability to reach
the travel destination is increased, when compared to
alternative architectures.

3) By converging to the best AD channels through (20),
the number of required fallback MP activations will
reduce, compared to architectures that can only resort
to safe stop mitigation strategies.

The escape-trajectory and last-safe-intervention-time based
reasoning ensures that safety is maintained, at least to the
level of other evaluated architectures, even if no included
channel is able to produce an acceptable trajectory. These
assessments will be supported by the numerical simulations
in the next section and illustrated by a highlighted test.

IV. NUMERICAL SIMULATIONS

To evaluate the relative performance of the Safety Shell
versus a selection of the architectures introduced in Section
II we perform numerical simulations. These are created
using the Automated Driving Toolbox from Matlab [52]. The
architectures selected for comparison are the baseline single
channel (SC, no form of FI detection present), the MA [32],
the FWM [33], RSS [30] and the Safety Shell architecture.
The Safety Shell is tested in both 2 channel (SaS2) and 3
channel (SaS3) configurations.

The WMs used in all architectures have the same capabil-
ities in every included channel. All WMs will have accurate
predictions of future motions of all observed objects, up to
3 seconds in the future, unless a FI affects the prediction
quality. This approach likely overestimates the capabilities of
the safety channels’ WMs, as they are normally simplified
and consequently less capable (see Section II-C). Safety
channels include a WM and some form of fallback MP, while
nominal AD channels (as also used as parallel channels in
SaS2 and SaS3 architectures) include a WM and a nominal
MP. All nominal MPs use a sampled motion planner, derived
from Matlab’s example library [52].

To increase the realism of the tested comparison, we
assume that a third channel in SaS3 will have a limited
capability MP. Cost concerns of system design may lead to
the implementations of progressively less desired and capable
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AD channels. To simulate this, the 3rd AD channel is set up
to continue the journey at a maximum speed of 50 km/h or
the intended maximum speed, whichever is lower.

To evaluate the different architectures, we compare safety
and availability. Results are judged based on the percentage
of collisions over the tested scenarios and the ability to
reach the goal position in a scenario within reasonable
time, respectively. Longitudinal and lateral accelerations are
tracked throughout the simulation, and used as a relative
measure of comfort, when relevant. Because the used MP
trajectory planners and vehicle dynamics are rudimentary,
only relative conclusions on comfort can be drawn from these
simulations.

Table II shows the all tested FIs and the scenarios the
respective FIs are tested with. The scenario selection is based
on predominant severe crash scenarios according to [53],
[54]. We restrict testing to speeds ranging from 8 to 25 m/s
(29 to 90 km/h). As the majority of fatal collisions occur on
non-highway roads and as the risk of fatal collisions below
29 km/h is limited [51], this range allows for appropriate
scenarios.

Tests 1 through 7 are run for both a single channel suf-
fering an FI occurrence and for two channels simultaneously
suffering the same FI occurrence. These tests are run for
target speeds of 8, 9, 10, ..., 25 m/s. The FWM architecture is
excluded from test 1, as [33] have not detailed how to deal
with diverging predictions.

To simulate a late obstacle detection, tests 2 and 3 are
repeated with the WMs of both channel 1 and 2 initially
not observing the object, and the 2nd channel identifying the
object at a time of 0.1, 0.2, 0.3, ..., 1.1 s prior to collision. The
3rd channel (if present in an architecture) is left unaffected
and as such detects the obstacle immediately. These forms of
tests 2 and 3 are run at target speeds of 8, 17 and 25 m/s.

Test 8 is performed assuming that both channels never
detect their respective missing object, yet, because each chan-
nels’ WM misses a different object, all required information
is present in a system with at least 2 channels to plot a safe
path past the objects. Tests 9 and 10 are performed with
the second channel’s WM (if present) detecting the ghost
object for the full scenario duration and for a limited time,
ranging from 2 s prior to expected impact to 0.5 s after
expected impact. Tests 8 through 10 are run for target speeds
of 8, 9, 10, ..., 25 m/s.

Fig. 12. Three lane road scenario with a stationary obstacle forcing an
adjacent vehicle to stop or swerve into our lane.

Fig. 13. Straight road scenario, with a single pedestrian in the ego lane.

Fig. 14. Left turn T-junction scenario, with three variations of the scenario
shown: A. pedestrian crossing in the same direction as the ego vehicle, B.
pedestrian crossing in opposite direction, C. Vehicle in the opposite direction
lane.

A. Safety Shell parameter settings

The set of Safety Shell time parameters is shown in Table
III. Note that r1 is currently zero, as the short scenarios do not
affect longer-term preference changes, as intended with (20).
The risk threshold is set to RThreshold = 0.25. The selected
level of RThreshold is determined in conjunction with the tun-
ing of the probability approximating safety metrics as listed
in Appendix A and the severity metrics as listed in Appendix
B. It represents an approximation of the subjective feeling of
unreasonable risk of the experimenter. Consequently, further
optimizations are possible to refine both the threshold and
the probability approximating metrics.

B. Results

We will first illustrate the Safety Shell’s behaviour using
an example from the tested cases. Next, we will compare the
different architectures using the different variations of the
scenarios.

1) Example of SaS2 behavior: To illustrate the SaS2 archi-
tecture and arbitration approach, we highlight test 5 based on
the layout shown in Fig. 15. We select test 5 as the incorrect
location determination of a pedestrian meaning to cross a
road is both intuitively understandable, visually distinctive
FI and it mirrors the example provided in Section III-A.
Fig. 17 shows the difference in the perceived environment
of the two WMs at a time we will denote as k, while Fig. 18
shows the internal channel view of the scenario, including
the predicted motions of the pedestrian and the planned
trajectories. Because WM2 observes the pedestrian close to
the road and predicts the pedestrian to move onto the road,
the cross-check of WM2 with T1 predicts a collision if we
continue along this trajectory and, consequently, results in
high risk values R21(τ), as illustrated in the red overlay in the
bottom of Fig. 18. The top graph in Fig. 19 shows the results
of the cross-channel risk analysis, where the WM2 evaluation
of T1 results in a R21(τ) graph that exceeds the unreasonable
threshold at τU,1(k) =18. The last safe intervention time
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TABLE II
DESCRIPTIONS OF FIS THAT ARE TESTED IN THE NUMERICAL SIMULATIONS

Test Type of FI Figure Description of the effect on affected channels

1 Wrong predicted motion Fig. 12 The merging vehicle is predicted to slow and stop, instead of merging into the ego’s path.
2 Missed object Fig. 13 The pedestrian walking in the ego lane is not detected.
3 Missed object Fig. 14.C The vehicle approaching the T-junction in the opposite lane is not detected.
4 Incorrect object location Fig. 14.B The pedestrian B approaching the T-junction is observed to be further away from the T-junction.
5 Incorrect object location Fig. 15 The pedestrian crossing the ego lane is observed to be far from the ego lane.
6 Dangerous trajectory Fig. 12 The trajectory does not appropriately deal with the predicted merging vehicle.
7 Dangerous trajectory Fig. 13 The trajectory does not appropriately deal with the observed pedestrian in lane.
8 Simultaneous missed objects Fig. 16 WM1 does not detect the pedestrian while WM2 (if present) does not detect the vehicle.
9 Ghost object detection Fig. 13 A pedestrian is detected ahead of the ego on its path, despite no pedestrian being present.
10 Ghost object detection Fig. 14.A A pedestrian is detected to cross the T-junction, despite no pedestrian being present.

Fig. 15. Straight road scenario, with a single pedestrian approaching the
ego lane to cross it.

Fig. 16. Straight road scenario, with a pedestrian in the ego lane and a
vehicle with the same initial speed as the ego vehicle in the adjacent lane.

for channel 1 is τL1(k) = 16 or ∆pτL1(k) = 1.6s. Given
that channel 1 is the more preferred channel and that (23)
rules out channel 2, as the preference value of channel 2
of τC,2(k) = 15 (see Table III) is smaller than τL1(k),
the system continues with channel 1 (C(k) = 1), providing
channel 1 the opportunity to revise its motion plan to a safer
alternative.

In test 5, given that channel 1 has a persistent FI in its
WM, the channel 1 T1 is still dangerous in the next time-step
k + 1, represented by the bottom graph in Fig. 19. Through
(13) the last safe intervention time τL1(k+1) is computed as
15∆p = 1.5s, which equals the τC,2(k+1) and, consequently,
the SaS2 arbiter follows (24) to switch to channel 2 and safely
continues the journey.

TABLE III
USED SAFETY SHELL SETTINGS FOR NUMERICAL EXPERIMENTS

Parameter Value
τsuff 1.9 s
τimmediate 0.4 s
τ∗C,1∆p 1.8 s
τ∗C,2∆p 1.5 s
τ∗C,3∆p 1.0 s
r1 0 [1]
q 20 [1]
∆s 0.1 [s]
∆p 0.1 [s]

Fig. 17. The two perspectives in test 5, with on top WM1 and below WM2.
WM1 believes the pedestrian to be some distance away from the road, while
WM2 believes the pedestrian to be close to the road.

2) Tests 1 through 7 with the first channel: Through the
numerical results comparison in Table IV the advantage of
any type of FI detection is obvious, as all architectures
except the single-channel architecture are able to identify
when the preferred channel proposes a dangerous trajectory.
However, the different approaches of the tested architectures
impact the resultant availability, as is shown in the lower
part of Table IV. The basic MA architecture is unable to
continue and therefore fails to maintain availability, as its
arbitration logic disengages the nominal channel and activates
its fallback MP if a collision is predicted by the safety
channel [32]. The FWM architecture is able to continue
through the conservative free space fusion [33] (see Fig. 7) in
case of missed object detections and incorrect object location
issues in the primary channel (tests 2 through 5). However,
this architecture is cannot continue if the primary channel’s
MP system generates an unsafe trajectory, as it must use its
fallback MP and come to a stop (test 6 and 7). The RSS
architecture similarly fails to reach the goal position in tests
2 and 7, both based on the scenario of a pedestrian walking
in the ego lane (Fig. 13). As the RSS architecture does not
include an extra motion planner (see Fig. 8), it is unable to
plan a route around an object on path if the primary system
fails to account for it.

Because of the necessary switch to either the fallback MP
(MA and FWM) or the enforced motion restrictions (RSS),
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Fig. 18. The channels’ perception and prediction representation, with on
top WM1 showing the pedestrian a safe distance away from the road, the
middle showing WM2 observing the pedestrian dangerously close to the
road and below the cross-check of channel 1 trajectory T1 with channel 2
WM2, with predicted collisions in red.
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Fig. 19. Two graphs with the risk Rij(τ) profiles over the predicted time
horizon τH, resultant from the scenario in test 5. The top figure represents
the situation 1 time step prior to switching, while the bottom graph represents
the risk situation at the time of switching.

the comfort of passengers is severely impacted, as seen in
Fig. 20. By contrast, the SaS2 and SaS3 architectures are able
to employ one of the parallel channels to continue without
resorting to emergency braking in tests 2 through 7 and
in test 1 for speeds less than 10 m/s. Throughout all tests
reported in Table IV, the SaS3 architecture manages to attain

the same speeds as the SaS2 architecture, despite the SaS3
architecture having a slower, safe third channel. This is due
to the arbitration logic that selects the faster more preferred
channel 2, through (22)-(26) in all these cases.
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Fig. 20. The peak braking deceleration of each test, averaged over all tested
speeds, for a FI occurring only in the primary channel.

3) Tests 1 through 7 affecting the first and second channel:
In Table V the increase in collisions across MA, FWM
and SaS2 architectures is evident. Because the WMs of
both channels present in those architectures suffer from a
simultaneous FI in tests 1 through 5, the architectures are
unable to detect the danger. In tests 6 and 7 those same
architectures are still able to ensure safety. The SaS2 archi-
tecture is able to continue in test 6, as the fallback MP brake
manoeuvre creates sufficient distance between the merging
vehicle and the ego vehicle (see Fig. 12) and allows for the
safe continued motion of the primary functionality. A similar
approach can be created for MA and FWM architectures, but
was not explicitly included in their design [32], [33], so is
not included here.

The availability figures in Table V show the clear benefit
of a the Safety Shell fitted with a third channel, despite
this channels limitations. These limitations cause it to fail
to reach the goal position in the 90 km/h case in test
1, as the reasonable duration to complete the scenario is
also proportionally decreased based on the target speed. In
contrast, the RSS system fails to maintain availability in all
tests where an object remains in front of the vehicle (tests 2
and 7), highlighting again the relative inflexibility of envelope
reductions to ensure safety. Concerning the comfort of the
intervention, the RSS interventions necessitate braking at 8
m/s2, while the SaS3 architecture only necessitates this level
of braking in test 1 runs of more than 10 m/s. All other tested
architectures either crash or execute maximum braking.

4) Test 2 and 3, with delayed detection in channel 2:
The MA, FWM and SaS2 architectures improve collision
avoidance performance as the detection time prior to expected
impact is increased, as seen in Fig. 21. The SaS2 architecture
shows improved performance compared to the MA architec-
ture at all detection times. This is because the observation of
the object is only present in the second WM, and the currently
implemented fallback MP uses an AEB that does not use
evasive steering. The SaS2 however uses (25) and (26) to
be able to switch to an AEB along the least dangerous path
available, in this case one that tries to evade the observed
object. This brings the SaS2 architecture roughly on par
with the FWM architecture in terms of Safety. The sharp
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TABLE IV
RESULTS OF A FI OCCURRING IN THE FIRST CHANNEL FOR THE ENTIRE SIMULATION DURATION

Test (Table II) SC MA FWM RSS SaS2 SaS3

Collisions

Incorrect prediction 1 78% 0% n.a. 0% 0% 0%
Missed object 2 & 3 100% 0% 0% 0% 0% 0%
Incorrect obj. location 4 & 5 100% 0% 0% 0% 0% 0%
dangerous trajectory 6 & 7 100% 0% 0% 0% 0% 0%

Availability

Incorrect prediction 1 22% 0% n.a. 100% 100% 100%
Missed object 2 & 3 0% 0% 100% 50% 100% 100%
Incorrect obj. location 4 & 5 0% 0% 100% 100% 100% 100%
dangerous trajectory 6 & 7 0% 0% 0% 50% 100% 100%

TABLE V
RESULTS OF AN IDENTICAL FI OCCURRING IN THE FIRST AND SECOND CHANNEL SIMULTANEOUSLY FOR THE ENTIRE SIMULATION DURATION

Test (Table II) SC MA FWM RSS SaS2 SaS3

Collisions

Incorrect prediction 1 78% 72% n.a. 0% 72% 0%
Missed object 2 & 3 100% 100% 100% 0% 100% 0%
Incorrect obj. location 4 & 5 100% 100% 100% 0% 100% 0%
dangerous trajectory 6 & 7 100% 0% 0% 0% 0% 0%

Availability

Incorrect prediction 1 22% 0% n.a. 100% 28% 94%
Missed object 2 & 3 0% 0% 0% 50% 0% 100%
Incorrect obj. location 4 & 5 0% 0% 0% 100% 0% 100%
dangerous trajectory 6 & 7 0% 0% 0% 50% 50% 100%

TABLE VI
AVAILABILITY AND THE PEAK BRAKING AVERAGED OVER THE EVALUATED SPEEDS OF EACH FALSE-POSITIVE TEST.

Test (Table II) MA FWM RSS SaS2 SaS3

Availability Ghost pedestrian in lane 9 0% 100% 0% 100% 100%
Ghost pedestrian in left turn 10 0% 100% 89% 100% 100%

Braking deceleration Incorrect prediction 9 8 m/s2 0.6 m/s2 8 m/s2 0.2 m/s2 0.2 m/s2

Missed object 10 8 m/s2 3.5 m/s2 8 m/s2 3.6 m/s2 3.6 m/s2
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Fig. 21. The percentage of tests that result in crashes, as a function of the
detection time of the object by the 2nd channel prior to expected impact.

drop in collisions in the tested scenario at a detection very
close to expected impact is due to the nature of scenario 1,
where the pedestrian has only a very limited overlap to the
nominal car trajectory. Therefore, this scenario benefits from
evasive steering for late detections. Only the RSS and the
Safety Shell with 3 channels are able to ensure safety in all
tested scenarios, as both architectures have a third channel
unaffected by the FI, that, consequently, correctly detects the
objects missed by other channels.

The MA and FWM architectures have reduced availability
compared to the SaS2 architecture, as seen in Fig. 22. This is
again due to the previously mentioned disengagement logic
for the MA and FWM architectures. The RSS architecture
suffers poor availability compared to the equally safe SaS3
architecture due to the lack of flexible alternative MPs in test
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Fig. 22. Availability of mission continuing capability as a function of
the detection of the conflicting object prior to expected impact by the 2nd

channel.

2, as similarly observed in the prior results.

5) Test 8, affecting 2 channels in different ways: Because
WM1 does not observe the pedestrian on its path, channel 1
plans a dangerous trajectory (see Fig. 16). All architectures,
except the SC architecture, see the danger in this trajectory
and ensure safety. The MA, RSS and SaS2 architectures do
so via triggering their escape trajectories and, consequently,
suffer poor comfort. The FWM architecture uses its fused
free space to generate a relatively comfortable trajectory past
the observed objects. This is shown through reduced peak
braking values in Fig. 23. The SaS3 architecture closely trails
trails the FWM architecture in comfort. We attribute the high
peak braking at low speeds in the SaS3 architecture to the
poorly tuned motion planner used in these experiments. The
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SaS2 architecture is able to select its the second channels
nominal MP to overtake the pedestrian and reach the goal
position after slowing down sufficiently and letting the ad-
jacent vehicle pass. This shows that through the included
escape trajectory planner, the 2-channel Safety Shell system
can also remain safe in these complex mutually-excluding
situations.
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Fig. 23. Maximum braking deceleration in case of simultaneous missed
object detections of different objects for channel 1 and 2.

6) False Positive Tests 9 and 10, affecting the second
channel: Table VI shows both the availability and effective
intervention impact on comfort through the peak braking
values, averaged over the tested speeds. The SC architec-
ture is not included in this overview, as only the second
channel suffers from the FI that causes it to see a ghost
object. Consequently, the SC architecture remains unaffected.
The MA and RSS architectures both suffer from a reduced
availability and require severe braking. The severe braking is
due to both architectures enforcing a fixed intervention. The
reduction in availability is again due to the MA arbitration
logic of disengaging upon intervention and the lack of flexible
MP alternatives in the RSS architecture, respectively. The
FWM, SaS2 and SaS3 architectures all perform similarly.
The relatively high braking in the test 10 can be attributed to
the poor MP optimization, as the (unaffected) SC also brakes
with a similar magnitude to be able make the turn in test 10,
shown in Fig. 14.A.

V. DISCUSSION AND OUTLOOK

A key first benefit of the Safety Shell architecture is
its ability to maintain safety and availability of journey-
continuing autonomous functionality. Indeed, Table IV shows
that the Safety Shell architecture with two channels exceeds
the availability of all other two-channel architectures in the
face of hazardous scenarios. Table V shows that the three
channel Safety Shell version exceeds the safety of all two-
channel systems and outperforms all other architectures with
respect to availability. Table VI shows that both Safety Shell
architectures return a 100% availability score when faced
with the evaluated false-positive test. The challenging late
object detection tests show an improvement in safety for
the two-channel Safety Shell architecture when compared to
the MA architecture in Fig. 21, while excelling in overall
availability as seen in Fig. 22.

The increased complexity of test 8 shows the ability of the
Safety Shell to deal with complex scenarios, where chan-
nels mutually determine each other to be unsafe. Crowded

scenarios with many relevant objects (e.g., partially blocked
intersections, traversing through busy partially pedestrianized
zones) may cause the cross-comparison to label many tra-
jectories as violating the risk threshold at some point in
the future. The Safety Shell is intended to use availability
maintaining and mission continuing channel choices through
(21) - (25) and, as a consequence, switch to the fallback
escape trajectory as late and as little as possible. Even when
the situation arises that escape trajectory activation is required
to maintain the safety of the vehicle, like other evaluated
architectures listed in Table I, the Safety Shell can always
switch back to a nominal channel the moment it detects that
a channel has created a sufficiently safe trajectory, following
(23)and rule 2. We believe that the inclusion of multiple
flexible nominal motion planning functions increases the
chance that one of them is able to devise a way around the
perceived risk causes, thereby preventing the Safety Shell
from getting locked into the fallback trajectory. In some
cases, no motion of the vehicle may be sufficiently safe,
rendering the vehicle immobile. In these cases a measure of
belief in the presence of objects may be weighted in the cal-
culation of risk through an adjustment of (10). Such a belief
in the objects reported by a channel can be influenced either
through automatic comparison between channels, through
remote operator evaluation if the vehicle is at standstill,
or a combination of both. The study of these situations is
considered future work.

The Safety Shell logic is dependent on a sufficiently
capable fallback MP. However, in the case of unavoidable un-
reasonable risk (i.e., each channel and the fallback trajectory
encounters near immediate unreasonable risk), the arbitration
system does not currently minimize the total exposure to risk.
In other words, at that point it does not allow for the selection
of a channel if that exposes the vehicle or traffic participants
to less risk than the fallback trajectory. Future work may
improve this logic to ensure a sufficient minimization of risk
that incorporates a suitable ethical framework for these cases.

The Safety Shell architecture allows automated vehicle
system developers to pick and choose from the capable AD
channels that are being developed, to combine them to form
a sufficiently safe and capable vehicle. As [7] shows that
functional insufficiencies remain the dominant reported cause
for test disengagement, we propose that combining a number
of AD channels may allow the elevation of otherwise highly
capable systems in need of supervision (SAE L2) to a single
combined highly automated unsupervised system (SAE L3
or higher). However, to the best of our knowledge there
currently is no method to assess the level of heterogeneity
of channels, nor what the level of overlap in the unknown
FIs is likely to be. Combined with the fact that FIs remain in
AD channels after initial development (see Section II-A), this
means that the Safety Shell architecture does not guarantee
completeness of FI handling. The level in which the Safety
Shell increases FI handling coverage or the optimal number
of channels to include is a topic of future research.

Next, the role of the Safety Shell on fault and failure
detection and mitigation is not explicitly addressed in this



17

paper so far. We propose that any dangerous failure should
in turn lead to the exposure of dangerous behaviour. The
detection of electro-mechanical failures (e.g., brake failures,
steering actuator failures) is out of the scope of the Safety
Shell capability. However, failures affecting the performance
of individual AD channels, e.g., bit-flips causing a dangerous
trajectory or a power failure to an AD channel computer,
are detectable by the Safety Shell cross-checking algorithm.
The Safety Shell is not a substitute for the application of
rigorous functional safety principles, but is an addition for
unforeseen failure modes that affect high-level automation
functions. Similarly, the Safety Shell AD channel perfor-
mance tracking function (see (20)) can be re-used to provide
early-warning indicators of insufficient safety performance
of an AD channel [5], [27], providing the developers of AD
channels with warnings of new FIs in their creations while
the other parallel AD channels maintain safety. We expect
continuous monitoring functions of some form to become
obligatory in highly automated vehicles and re-using the
safety improvements provided by the Safety Shell can be
a convenient application of this concept.

Our framework allows us to compare safety and availabil-
ity performance of highly automated driving architectures,
and we believe it is the first numerical architecture compari-
son to date. However, the numerical study presented here, de-
spite the 10 different tested scenarios, the range of speeds and
types of simulated functional insufficiencies, is still limited
compared to the infinite variation in traffic experienced during
real driving. To generalize the conclusions of this study to
all possible driving scenarios would be a fallacy. Therefore
we aim to create a more realistic simulation environment in
the near future, to allow us to test the value of the Safety
Shell architecture when exposed to a much larger variation of
scenarios and emergent functional insufficiencies in the used
AD channels. Finally, we hope to investigate the application
of the work of [55] to architectural safety and availability
considerations, to investigate if more generalizable safety and
availability conclusions are possible.

VI. CONCLUSION

In this paper we have introduced a multi-channel architec-
ture design for an automated vehicle, referred to as the Safety
Shell, to handle the inevitable remaining unknown functional
insufficiencies. As expected based on the underlying rationale
of the Safety Shell, numerical simulations show that the
Safety Shell is able to attain safety on par or better when com-
pared to the current state of art of FI-handling architectures. It
attains these results through its novel online channel selection
arbitration algorithm, which uses the Last Safe Intervention
Time combined with a (time-varying) preference order of
available AD channels. Finally, the benefit of a third channel
to test the safety of planned motion is evident through the
tests with simultaneously occurring FIs and highlights the
versatility of the Safety Shell. Future work will focus on
testing this architecture in more realistic simulation environ-
ments to assess the likelihood of deadlock-like situations and

assess needed developments regarding online consideration
time updates or false positive mitigations.
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APPENDIX

A. Probability computations

Here we will show how we create usable translations from
conventional safety indicator values to a relative probability
value, as used for (10). Prior, we introduced the indices E
as an index of the relevant event, i as the index of the
channel of which the WMi is used to evaluate the risk and
j as the index of the channel of which the trajectory Tj is
evaluated. To make the following equations easier to read,
we introduce the dummy index ξ to replace the combination
of indices E, ij. Following e.g., [47], [48], we can create a
map to transform conventional safety indicator values into an
approximate relative probability, via

Fγ : xξγ(τ) → Pξγ(τ) (27)

where xξγ(τ) ⇔ xE,ijγ(τ) is a dummy variable that rep-
resents the value of a conventional safety indicator γ ∈
{1, 2, ..., nsi}, with nsi the number of used safety indicators,
at predicted time τ , according to WMi and tested trajectory
Tj and Pξγ(τ) ⇔ PE,ijγ(τ) is the resultant probability of
an adverse event E to occur at the indicated predicted time
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interval. The mapping operator Fγ is implemented through
the logistic function, parameterized as

Pξγ(τ) =
1/∆p

1 + e−βγ(xξγ(τ)−xγ,0)
(28)

where ∆p is the prediction timestep that governs the length
of the relevant interval and βγ and xγ,0 represent tuning
factors specific for safety indicator γ. The various used
safety indicators and their mapped probabilities as calculated
through (28) are combined to a single probability value for
event E through

Pξ(τ) = min

(
1,

nsi∑
γ=1

Pξγ(τ)

)
Φξ(k) (29)

where Φξ(k) represents the probability of existence of an
object, scaling the overall probability of collision linearly.

By selecting safety indicators γ ∈ {1, 2, ..., nsi} whose
applicable domains do not overlap for safe to moderately
dangerous trajectories, (29) will be consistent. We refer to
this selection of safety indicators as effectively decoupled.
Fig. 24 shows an example of a group of safety indicators that

Fig. 24. The approximately decoupled set of safety indicators.

can be tuned to be effectively decoupled, with the distance (d,
indicated to Vehicle A) tuned to be relevant for passing objects
at close lateral distances, but, through its tuning, irrelevant for
objects on path when traveling at speeds beyond 1 m/s, the
Time-To-Collision indicator [49] (TTC, indicated to Vehicle
C) for driving up to objects on the ego path that have a lower
speed than the ego vehicle, but undefined for vehicles with
higher speeds (Vehicle B) or vehicles tangent to the ego path
(Vehicle A) and the Post-Encroachment-Time indicator [50],
an indicator of the amount of time passed between an object
occupying a space and the ego vehicle occupying at least
some part of that same space (PET, indicated to Vehicle B),
relevant for any objects whose path is crossed irrespective of
the objects relative speed to the ego vehicle, but irrelevant to
vehicles tangent to the ego’s path (Vehicle A) and not sensitive
enough for slower vehicles in front (Vehicle C). In case a
trajectory evaluated through (29) becomes very dangerous
at some future predicted time interval starting at τ , (29)
saturates to unity at τ . In those cases, the overlap between the
safety indicators is not relevant, as a (near-)certain collision
is predicted. Parameters in (29) are manually tuned, to attain
what is judged as reasonable probability approximations.
Though the examples shown in Fig. 24 are indicated with
respect to vehicles, the safety indicators can also be used
with respect to other types of objects, road boundaries or
other elements. The safety indicator parameters used in (29)
are shown in Table VII.

TABLE VII
PROBABILITY OF COLLISION PARAMETERS AS USED.

Safety Indicator βγ xγ ,0

TTC 4 2.5
PET 20 0.3
distance 11 0.5

B. Severity score calculation

The severity SE,ij(τ) for event E required for the overall
risk is computed through a logistic function,

SE,ij(τ) = λ0

(
1− λ1

1 + e−λ2(∆v(τ)−∆v0)

)
(30)

with λ0, λ1 and λ2 and ∆v0 tuning factors dependent on the
type of event or object that SE,ij refers to, e.g., vulnerable
road user, vehicle, rule-restriction-boundary, while ∆v(τ)
represents the closing speed as a substitute for the expected
impact speed. The closing speed is a function of the change of
distance d between the closest boundaries of the two objects
over time, predicted by WMi and Tj and calculated via

∆v(τ) =
δd(τ)

δτ
(31)
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