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ABSTRACT
In this paper we consider large-scale networked control systems (NCSs) with multiple communication networks connecting sensors, controllers and actuators. Using a recently
developed small-gain theorem for general interconnections
of hybrid systems, we are able to find to find a maximum
allowable transmission interval (MATI) and a maximum allowable delay (MAD) for each individual network, such that
input-to-state stability of the complete NCS is guaranteed.

Categories and Subject Descriptors
G.0 [Mathematics of Computing]: General; J.2 [Physical
Sciences and Engineering]: Engineering

Keywords
Networked control systems; Hybrid systems; Small-gain theorem; Input-to-state stability; Protocols

1.

INTRODUCTION

Networked control systems (NCSs) are control systems in
which sensor and actuation data is transmitted via a shared
(wired or wireless) communication network. This offers several advantages over conventional control systems, in which
sensor and actuation data is transmitted using dedicated
point-to-point wired links. These advantages include reduced installation costs, better maintainability and greater
flexibility. However, next to these advantages, NCSs are adversely affected by several network effects, including varying transmission intervals and delays, quantization errors
and packet losses. In addition, since the network is usually
shared by multiple sensor, controller and actuator nodes,
there is a need for a network protocol that governs the access of the nodes to the network in order to prevent packet
losses. As a result, one needs to design the network and
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controller in such a way that the NCS is robust to these
network-induced phenomena.
In most of the available literature on NCSs it is assumed
that all sensor and actuation data is transmitted over one
single communication network, see, e.g., [14–16, 24], and
the required network performance (“quality-of-service”, expressed in terms of, e.g., maximum allowable transmission
interval (MATI), maximum allowable delay (MAD), required
network reliability, etc.) to guarantee certain stability requirements is formulated globally.
However, it is not always reasonable to assume that there
is one global communication network. For example, in the
control of large-scale systems it is often more convenient
and cost-efficient to use a local controller for each subsystem than one global controller for the whole system. Analogously, it is much more reasonable to close the local control
loops over several local communication networks, instead
of one global communication network. This leads to largescale NCSs with local communication networks operating
independently and asynchronously. Clearly, the required
network parameters are to be formulated locally for each
individual network.
Only very few papers consider NCSs in which sensors,
controllers and actuators transmit via asynchronous communication links. Included in this small collection are [10]
and [8].
In [10], we derive MATIs for each local network using a
small-gain approach in order to guarantee closed-loop stability. In this paper we tackle a similar problem, but we take a
different approach and make use of a small-gain theorem for
general networks of interconnected (hybrid) systems which
are input-to-state stable (ISS), developed in [3, 4], to derive
network parameters for each local network, which guarantee
ISS of the complete system. Since the stability analysis is
based on the ISS gains of the interconnected systems, the
analysis is based mostly on local information. This leads to
a very systematic and modular setup, since when changing
one subsystem, one only needs to find the ISS gains related
to the changed subsystem in order to redo the stability analysis. Another advantage of the new approach is that it is
much more general than the approach of [10], which makes
it much easier to extend the results to more general control
setups, to include other network-induced phenomena (e.g.,
quantization, transmission delays, packet losses, etc.), and
even to include different types of communication networks,

such as perhaps event-triggered networks. Already in this
paper we consider a more general networked control setup
than in [10], and, next to varying transmission intervals,
we also consider varying transmission delays. Furthermore,
the current analysis leads to a tradeoff between networks in
terms of their required quality-of-service, and for each local
network leads to a tradeoff between its network parameters.
In this way, one can design an NCS on two levels. First, on
a high level, one can tradeoff the quality-of-service requirements between networks that guarantee ISS of the complete
NCS. Second, for each local communication network, one
can tradeoff the various network parameters to arrive at the
required network quality-of-service.
The recent paper [8] also bases its result on the general
small-gain theorem of [3, 4] in order to guarantee stability
of the complete system. However, the paper remains at a
rather abstract mathematical level without connecting local quality-of-service parameters such as MATI and MAD
to input-to-state stability (ISS) gains of the communication
links in order to apply the small-gain theorems of [3, 4]. In
this paper we derive these connections explicitly, which enables the use of these results in engineering practise. Besides,
in [8] it is argued that extensions of the hybrid small-gain
theorems of [3, 4] are needed, as data channels are assumed
to be pre-globally stable (pre-GS). Here we show that for an
important class of network protocols, and in the presence of
varying delays and varying transmission intervals, such an
extension is not needed and one can rely on more “classical”
small-gain theorems as in [3, 4].
The paper is organized as follows. In Section 2 we present
necessary preliminaries, and in Section 3 we describe the
class of large-scale NCS considered in the paper and derive
the resulting hybrid system models. We present the stability analysis in Section 4. How to find the important ISS
gains is described explicitly in Section 5, and in Section 6
we demonstrate the usefulness and modularity of our results
via a numerical example. Finally, possible extensions and future work are discussed in Section 7, and we end with our
conclusions in Section 8.

1.1

Notation

√
For a vector x ∈ Rnx , we denote by |x| := x> x its
2-norm. For a symmetric matrix A ∈ Rn×n , we denote
by λM (A) and λm (A) its maximum and minimum eigenvalue, respectively.
For a matrix A ∈ Rn×m , we denote by
p
|A| :=
λM (A> A) its induced 2-norm. By I we denote
the identity matrix of appropriate size. By N we denote the
set of natural numbers excluding zero, i.e., N := {1, 2, . . . }.
For N ∈ N we define the set N̄ := {1, 2, · · · , N }. With Ln
∞
we denote the space of all essentially bounded functions of
w
dimension n, and for a signal w : R>0 → Rnw , w ∈ Ln
∞ ,
we denote by kwk = ess supt∈R>0 kw(t)k its L∞ -norm. A
function γ : R>0 → R>0 is a K-function if it is continuous, strictly increasing and γ(0) = 0, and a K∞ -function if
it is a K-function and, in addition, γ(s) → ∞ as s → ∞.
A function β : R>0 × R>0 → R>0 is a KL-function if for
each fixed t > 0 the function β(·, t) is a K-function and for
each fixed s > 0, β(s, t) is decreasing in t and β(s, t) → 0
as t → ∞. For a square matrix Z we write Z  0 if Z is
positive definite, and Z ≺ 0 if Z is negative definite. For
vectors xi ∈ Rni , i ∈ N̄ , we denote by (x1 , · · · , xN ) the vec
>
>
tor x>
. With ēi we denote the compound vector
1 · · · xN
of all ej , j ∈ N̄ \ {i}, i.e., ēi = (e1 , . . . , ei−1 , ei+1 , . . . , eN ).

For vectors x, y ∈ Rn we write x 6> y if xi < yi for at least
one i ∈ n̄. For a function f : R>0 → Rn , we use f (t+ ) to
denote the limit f (t+ ) = limt←s f (s).

2.

PRELIMINARIES

Consider a collection of N interconnected subsystems described by
ẋi = fi (x, u), i ∈ N̄ ,

(1)

where x = (x1 , · · · , xN ) is the state of the complete system, and u is an input. Note that the complete system of
interconnected subsystems can be described by
ẋ = f (x, u),

(2)

where f (x, u) = (f1 (x, u), f2 (x, u), · · · , fN (x, u)).
Definition 2.1 ([18]). The i-th subsystem of (1) is inputto-state stable (ISS) with respect to xj , j ∈ N̄ \ {i} and u, if
there exist βi ∈ KL and γij , γiu ∈ K ∪ {0}, with γii = 0, such
nx
u
that for all xj ∈ L∞ j and all u ∈ Ln
∞ the corresponding
solution xi (t) starting in xi (0) satisfies
|xi (t)| 6 βi (|xi (0)|, t) +

N
X

γij (kxj k) + γiu (kuk)

(3)

j=1

for all xi (0) ∈ Rnxi and all t ∈ R>0 .
The functions γij , γiu are called (nonlinear) gains. Following [3], we can collect all γij in a gain matrix Γ = (γij )N
i,j=1 ,
N
which defines the map Γ : RN
>0 → R>0 by

γ11 (s1 ) + · · · + γ1N (sN )


..
Γ(s) := 

.
γN 1 (s1 ) + · · · + γN N (sN )


(4)

For functions αi ∈ K∞ , i ∈ N̄ , we define the diagonal
N
operator D : RN
>0 → R>0 by



(Id + α1 )(s1 )


..
D(s) = 
.
.
(Id + αN )(sN )

(5)

Definition 2.2 ([3]). A gain matrix Γ satisfies the strong
small gain condition if there exists an operator D as in (5),
such that for all s ∈ RN
>0 , s 6= 0 we have
D ◦ Γ(s) := D(Γ(s)) 6> s.

(6)

Lemma 2.1 ([3, Theorem 4.4]). Consider the system (1)
and suppose that each subsystem is ISS with respect to xj , j ∈
N̄ \ {i} and u, i.e., (3) holds for all i ∈ N̄ . If Γ given by (4)
satisfies the strong small gain condition (6), then the system (2) is ISS with respect to u.
Lemma 2.2 ([3, Corollary 4.9]). Let Γ ∈ (K∪{0})N ×N
be a gain matrix. If Γ is linear, i.e., Γ(s) = Gs, then Γ satisfies the strong small gain condition (6) if and only if the
spectral radius of G is less than one.
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Figure 1: Networked control setup.
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NETWORKED CONTROL SETUP

We consider the networked control setup shown in Figure 1, consisting of N physically coupled nonlinear continuoustime plants Pi , i ∈ N̄ , controlled by N local controllers Ci ,
i ∈ N̄ . The dynamics of the plants Pi are given by
(
ẋpi = fip (xp , ûi , w),
Pi :
(7)
yi = gip (xpi , w),
where xpi is the state of plant Pi , xp = (xp1 , xp2 , · · · , xpN ),
yi is the output of plant Pi , ûi is the latest control input
received by plant Pi and w is a disturbance signal. The
dependence of fip on the complete vector xp describes the
physical coupling of the plants. The controllers Ci are given
by
(
ẋci = fic (xci , ŷi , w),
Ci :
(8)
ui = gic (xci , w),
where xci is the state of controller Ci , ui its generated control
input, and ŷi is the latest output information received by
controller Ci , i ∈ N̄ .
The plant outputs yi and control inputs ui , i ∈ N̄ , are
transmitted via M communication networks Nk , k ∈ M̄ ,
which are operating independently from each other. We allow that multiple control loops are closed over one single
network, or that a single control loop is closed over several
different networks. This means that the output vector yi
might be transmitted via several networks. Each component
in yi and ui , i ∈ N̄ , is transmitted via exactly one communication network, so redundant transmissions over multiple
communication networks are not allowed.
We denote by yik the part of yi which is transmitted over
network Nk . Similarly, by uki we denote the part of ui which
is transmitted over network Nk . Thus, network Nk , k ∈ M̄ ,
k
transmits the vector (y k , uk ), where y k = (y1k , y2k , · · · , yN
)
and uk = (uk1 , uk2 , · · · , ukN ). We introduce the networkinduced errors eyk = ŷ k − y k and euk = ûk − uk , which we
group per network in ek = (eyk , euk ), k ∈ M̄ , and also into
one vector e = (e1 , e2 , · · · , eM ). As a result, we can write
ŷi = yi + Yi e, i ∈ N̄ ,

(9)

ûi = ui + Ui e, i ∈ N̄ ,

(10)

where the matrices Yi ∈ Rnyi ×ne and Ui ∈ Rnui ×ne contain
only ones and zeros. The interconnection of plants Pi , i ∈ N̄ ,
and controllers Ci , i ∈ N̄ , over the networks Nk , k ∈ M̄ ,
leads to N controlled subsystems Gi , given by the ordinary

(11)

x = (x1 , x2 , · · · , xN ) and fi is given by

fip (xp , gic (xci , w) + Ui e, w)
.
(12)
p
p
c
c
fi (xi , gi (xi , w) + Yi e, w)

We assume that the controller Ci is designed such that the
isolated subsystem Gi is stable in the absence of disturbances
and network-induced errors, i.e., the system ẋi = fi (xi , 0, 0)
is stable in an appropriate sense.
Each network Nk , k ∈ M̄ , consists of several nodes, with

each node corresponding to one or more elements in y k , uk .
k
At transmission times tκk , the network protocol grants one
of the nodes access to the network, where κk ∈ N is a
counter keeping track of the transmission number of network Nk , k ∈ M̄ . The node that is granted access collects

the values of its corresponding entries in y k (tkκk ), uk (tkκk ) ,
which will be transmitted over the network. This information arrives after a delay of τκkk time units at its destination, and results in an update of the corresponding values
in ŷ k (tkκk + τκkk ), ûk (tkκk + τκkk ) , i.e., the updates of ŷ k and
ûk satisfy

+ 
 

 
ŷ k
tkκk + τκkk
= y k tkκk + hyk κk , eyk tkκk
,

ûk



tkκk + τκkk

+ 

(13a)
 

 
= uk tkκk + huk κk , euk tkκk
.
(13b)

We will refer to hk = (hyk , huk ) as the network protocol corresponding to network Nk , k ∈ M̄ .
Remark 3.1. The communication networks Nk , k ∈ M̄ ,
might be of a different nature, in the sense that they might
employ different network protocols, or even different communication media. For example, some networks might be wired
(using e.g., CAN or HART), while others might be wireless
(using e.g., Zigbee, WirelessHART or WIFI).
For each network Nk , k ∈ M̄ , we assume that the time
between two subsequent transmissions is upper bounded by
k
a maximum allowable transmission interval (MATI) τmati
,
and that the delays are upper bounded by a maximum alk
lowable delay (MAD) τmad
.
Assumption 3.1. The transmission times tkκk satisfy
k
0 6 tk1 6 τmati
,

(14)

k
δk 6 tkκk +1 − tkκk 6 τmati
,

(15)

and

k
(0, τmati
],

for all κk ∈ N, where δk ∈
k ∈ M̄ , is arbitrary.
Furthermore, the communication delays τκkk satisfy
k
0 6 τκkk 6 max{τmad
, tkκk +1 − tkκk },

(16)

for all κk ∈ N.
Furthermore, we assume that ŷ k and ûk are held constant
in between updates, i.e., the networks operate in a zero-order
hold (ZOH) fashion.

To model the network-induced error dynamics in a hybrid
system formulation [9], we make use of the ideas in [14]
and introduce the auxiliary variables sk ∈ Rnek , κk ∈ N,
τk ∈ R>0 and lk ∈ {0, 1}, k ∈ M̄ . For each network Nk ,
k ∈ M̄ , the variable sk is used to store information, κk is
a counter keeping track of the transmission number, τk is
a timer to constrain both the transmission interval and the
delay, and lk is a Boolean variable keeping track of whether
the next event is a transmission or an update. To be precise,
when lk = 0 the next event will be a transmission and when
lk = 1 the next event will be an update.
Further details on this modelling approach can be found
in [14]. Because of space reasons we omit these details here
and just state the resulting model.
By defining ξk = (ek , sk , τk , κk , lk ), the network-induced
error dynamics for Nk , k ∈ M̄ , is given by the hybrid
model [9] consisting of the flow dynamics (17a) and the jump
dynamics (17b),


ėk = gk (x, e, w)









ṡk = 0






 τ̇k = 1
ξk ∈ F k ,
(17a)

Ek :


κ̇
=
0

k








˙k = 0

l


 +

ξk = Gk (ξk ),
ξk ∈ Jk .
(17b)

Fk :=

ξk ∈ R

2nek +1

× N × {0, 1}
)

(lk = 0 ∧ τk ∈

k
[0, τmati
])

∨ (lk = 1 ∧ τk ∈

k
[0, τmad
])

,

(18)

and the jump set Jk in (17b) is given by
(
Jk :

w

E1
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G1
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w

w
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EM
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Figure 2: The networked control setup of Figure 1,
viewed as an interconnection of N controlled subsystems Gi , i ∈ N̄ , and M network-induced error systems Ek , k ∈ M̄ .
readability we will not do so. Note that the presented control
setup is still very general and contains as special cases the
class of systems which employ only one global communication network, and the class of systems described in [10].
Finally, to guarantee the existence of solutions of (11)
and (17), we assume that for all i ∈ N̄ and all k ∈ M̄ it holds
that fi and gk are continuous and hk is locally bounded.

STABILITY ANALYSIS

By assuming ISS of all (closed-loop) subsystems (11) and
all network-induced error systems (17), we can determine the
stability of the complete system using the general small-gain
theorem formulated in [3]. More specifically, we assume that
each closed-loop subsystem (11) is ISS with respect to w,
xj , j ∈ N̄ \ {i} and eh , h ∈ M̄ , i.e., for each subsystem (11)
the following condition holds.
nx

Condition 4.1. For all xj ∈ L∞ j , j ∈ N̄ \ {i} all eh ∈
w
h ∈ M̄ , and all w ∈ Ln
∞ , any corresponding solution
to (11) satisfies
)

(lk = 0 ∧ τk ∈

···

ne
L∞ h ,

ξk ∈ R2nek +1 × N × {0, 1}
k
[δk , τmati
])

w

···

4.

In (17a) the flow set Fk is given by
(

w

k
[δk , τmad
])

.

|xi (t)| 6 βi (|xi (0)|, t) +

N
X

γij (kxj k)

j=1

(19)
The reset equations in (17b) are given by the transmission
resets (i.e., when lk = 0)
Gk (ek , sk , τk , κk , 0) = (ek , hk (κk , ek ) − ek , 0, κk + 1, 1) (20)
and the update resets (i.e., when lk = 1)
Gk (ek , sk , τk , κk , 1) = (sk + ek , −sk − ek , τk , κk , 0).

(21)

k
(0, τmati
],

Finally, δk ∈
k ∈ M̄ , is an arbitrary parameter
used to prevent Zeno behavior. See [14] for more details
on this modelling approach, including the definition of the
function gk .
The networked control setup of Figure 1 can thus be viewed
as an interconnection of N controlled subsystems Gi , i ∈ N̄ ,
given by the nonlinear model (11), and M network-induced
error systems Ek , k ∈ M̄ , given by the hybrid model (17),
leading to the control setup shown in Figure 2.
Remark 3.2. In this paper we could allow even more general networked control setups, but for the sake of clarity and

+

M
X

e
γih
(keh k) + γiw (kwk),

(22)

h=1
e
where βi ∈ KL and γij , γih
, γiw ∈ K ∪ {0}, and γii ≡ 0.

Additionally, we assume that each network-induced error
system (17) is ISS with respect to w, xj , j ∈ N̄ , and eh , h ∈
M̄ \ {k}, and the corresponding gains can be scaled by a
scalar φk , where φk is a function of the network parameters,
i.e., for each network-induced error system (17) the following
condition holds1 .
Condition 4.2. Under Assumption 3.1 and for all xj ∈
nx
ne
w
L∞ j , j ∈ N̄ , all eh ∈ L∞ h , h ∈ M̄ \ {k}, and all w ∈ Ln
∞ ,
1
Strictly speaking, Condition 4.2 does not imply ISS of the
error system (17), but rather (a strong version of) input-tooutput stability. However, since we guarantee ISS bounds
as in [3] for the state variables x and e, even though the
auxiliary state variables sk , τk , κk , lk , k ∈ M̄ , do not behave
in an ISS manner, we still use the term ISS here with some
abuse of terminology.

5.

any corresponding solution to (17) satisfies
"N
X
|ek (t)| 6 β̄k (|ek (0)|, t) + φk
γ̄kj (kxj k)
j=1

+

M
X

#
e
γ̄kh
(keh k)

+

γ̄kw (kwk)

,

(23)

k
where φk is a function of the network parameters τmati
and
k
e
w
e
τmad , β̄k ∈ KL, γ̄kj , γ̄kh , γ̄k ∈ K ∪ {0} and γ̄kk ≡ 0.

The scaling functions φk , k ∈ M̄ , depend only on the netk
k
work parameters τmati
and τmad
, and can therefore be regarded as a measure for the network performance (qualitye
of-service). How to find φk , β̄k , γ̄kj , γ̄kh
and γ̄kw will be
discussed in detail in Section 5.2 for uniformly globally exponentially stable (UGES) protocols [15].
If Conditions 4.1 and 4.2 and Assumption 3.1 are satisfied, then given φk , k ∈ M̄ , we can verify the input-to-state
stability of the complete system using the following lemma,
which obviously follows from Lemma 2.1.
Lemma 4.1. If Condition 4.1 holds for all i ∈ N̄ , Condition 4.2 holds for all k ∈ M̄ , and the gain matrix Γ, given
by


e
e
γ11
···
γ1N
γ11
···
γ1M
..
..
..
..




.
.
.
.


e
e
 γN 1

·
·
·
γ
γ
·
·
·
γ
N
N
N
1
N
M

Γ=
e
e
 φ1 γ̄11 · · ·

φ
γ̄
φ
γ̄
·
·
·
φ
γ̄
1 1N
1 11
1 1M




..
..
..
..


.
.
.
.
···

φM γ̄M N

In this section we first show that Condition 4.1 holds for
linear systems that are asymptotically stable in the absence
of disturbances. Next, we derive the ISS gains and scaling
factors of the network-induced error systems (17) for networks which employ UGES protocols.

5.1

h=1

φM γ̄M 1

ISS GAINS

e
φM γ̄M
1

···

e
φM γ̄M
M

satisfies the strong small gain condition (6), then the complete system (11), (17) is ISS with respect to w.
Concluding, once we have all the ISS gains and scaling functions, we can check the input-to-state stability of the complete NCS. For linear systems Lemma 4.1 can be easily
checked using Lemma 2.2. Using these tools, we can maximize the values of φk , k ∈ M̄ , in Pareto optimal sense, for
which the condition D ◦ Γ(s) 6> s holds, see also [8]. Based
on the values of φk , we can derive corresponding values for
k
k
τmati
and τmad
using the results of Section 5, where the link
k
k
between φk and τmati
and τmad
will be made explicit.
In short, one can find network parameters for each local
network that guarantee ISS of the complete NCS by using
the following procedure.

Linear subsystems

Here we show that Condition 4.1 is a reasonable restriction
for linear subsystems which are asymptotically stable in the
absence of inputs xj , j ∈ N̄ \ {i}, eh , h ∈ M̄ and w. To
show this, consider the following linear subsystem Gi
ẋi = Ai xi +

N
X

∆ij xj +

j=1
j6=i

M
X

Bih eh + Ei w

(24)

h=1

with Ai Hurwitz. Hence, we can find Pi  0, Qi  0 such
>
that A>
i Pi + Pi Ai = −Qi and Vi (xi ) = xi Pi xi satisfies
ai |xi |2 6 Vi (xi ) 6 āi |xi |2
with ai = λm (Pi ) and āi = λM (Pi ). Moreover,
N
X

V̇i (xi ) 6 −ci |xi |2 + 2|xi |

|Pi ∆ij ||xj |

j=1
j6=i

+

M
X

!
|Pi Bih ||eh | + |Pi Ei ||w|

h=1

with ci = λmin (Qi ). So, V̇i (xi ) 6 −εci |xi |2 , 0 < ε < 1, if

|xi | >

2
ci (1 − ε)



N
X

|Pi ∆ij ||xj |

j=1
j6=i

+

M
X

!
|Pi Bih ||eh | + |Pi Ei ||w| ,

h=1

from which we derive that
|xi (t)| 6 βi (|xi (0)|, t) +

N
X

γij (kxj k)

j=1

+

M
X

e
γih
(keh k) + γiw (kwk),

h=1

Procedure 4.1.
1. Find ISS gains as in Condition 4.1 for each controlled
subsystem Gi , i ∈ N̄ , given by (11).
2. Determine the protocol for each network Nk , k ∈ M̄ .
3. Find ISS gains as in Condition 4.2 for each networkinduced error system Ek , k ∈ M̄ , given by (17).
4. Using Lemma 4.1, find appropriate scaling functions
φk , k ∈ M̄ , such that the complete NCS is ISS.
5. For each network Nk , k ∈ M̄ , find appropriate network parameters (MATI and MAD), which lead to the
required scaling φk , by using the results of Section 5.2.

where
r

εci
āi − 2a
t
i s,
e
ai


2
e
γih
(s) =
|Pi Bih |s,
ci (1 − ε)


2
γij (s) =
|Pi ∆ij |s, j 6= i,
ci (1 − ε)


2
γiw (s) =
|Pi Ei |s.
ci (1 − ε)

β(s, t) =

Thus, Assumption 4.1 is satisfied with linear gain functions
e
γij , γih
, γiw .

5.2

Network-induced error systems with
UGES protocols

In this section we derive the ISS gains and scaling factors in (23) of the network-induced error systems (17) under
appropriate assumptions. We consider communication networks that suffer only from varying transmission intervals
and varying delays, and which employ a uniformly globally
exponentially stable (UGES) protocol [15]. This class of
protocols includes the well-known Try-Once-Discard (TOD)
and Round Robin (RR) protocols.
We need the following assumptions.
Assumption 5.1. For each network-induced error system
(17), the protocol given by hk is UGES, meaning that there
exists a function Wk : N × Rnek → R>0 that is locally Lipschitz in its second argument such that for all κk ∈ N and all
ek ∈ Rnek
W
aW
k |ek | < Wk (κk , ek ) 6 āk |ek |

(25)

Wk (κk + 1, hk (κk , ek )) 6 λk Wk (κk , ek )

(26)

and h·, ·i denotes the inner product. We are now ready to
derive the scaling factors and ISS gains, which we will first
do for the case without delays in Section 5.2.1, and then for
the case with delays in Section 5.2.2.

5.2.1

Varying transmission intervals

First we state our results for communication networks
without delays, i.e., τκkk = 0 for all κk ∈ N. Since there
are no delays, we do not need the variables sk and lk to
fully describe the network-induced error dynamics, and (17)
reduces to


ėk = gk (x, e, w)





k

,
τk ∈ [0, τmati
],
 τ̇k = 1




 κ̇ = 0
k

Ek :
(33)
+
 ek = hk (κk , ek )




k

, τk ∈ [δk , τmati
].
τk + = 0




 +

κk = κk + 1
Theorem 5.1. If

W
for constants 0 6 aW
k 6 āk and 0 < λk < 1.

• Assumptions 3.1, 5.1 and 5.2,

Assumption 5.2. For each network-induced error system
(17), the function Wk satisfies for all κk ∈ N and all ek ∈
Rnek

• λk eLk τmati < 1,

Wk (κk + 1, ek ) 6 λW
k Wk (κk , ek )
λW
k

for some constant
Rnek and all κk ∈ N

(27)

> 1, and satisfies for almost all ek ∈

k

• τκkk = 0 for all κk ∈ N,
hold, then ek satisfying (33) is ISS with respect to w, xj , j ∈
N̄ , and eh , h ∈ M̄ \ {k}, and Condition 4.2 holds with
k

k
φk (τmati
)=

∂Wk
(κk , ek ) 6 MkW
∂ek

(28)

for some
> 0. Additionally, for all xj ∈ R , j ∈ N̄
and all eh ∈ Rneh , h ∈ M̄ \ {k}, the growth of ek is bounded
during flow by
|gk (x, e, w)| 6

Mke |ek |

+

N
X

γ̂kj (|xj |)

j=1

+

M
X

e
γ̂kh
(|eh |) + γ̂kw (|w|),

(29)

h=1
h6=k
e
where Mke > 0, and γ̂kj , γ̂kh
, γ̂kw ∈ K ∪ {0} for all j ∈ N̄ and
all h ∈ M̄ \ {k}.
nx

ne

Note that for xj ∈ L∞ j , j ∈ N̄ , and eh ∈ L∞ h , h ∈ M̄ ,
the right-hand side of (29) is upper bounded by Mke |ek | +
+M
mk (x, ēk , w) with mk : RN
→ R>0 given by
>0
mk (x, ēk , w) :=

N
X

γ̂kj (kxj k) +

j=1

M
X

e
γ̂kh
(keh k) + γ̂kw (kwk).

h=1
h6=k

(30)
From Assumptions 5.1 and 5.2 it follows that for almost
all ek and all κk


∂Wk (κk , ek )
, gk (x, e, w) 6 Lk Wk (κk , ek )
∂ek
+ MkW mk (x, ēk , w),

(31)

where
Lk =

MkW Mke
aW
k

k

Lk (1 − λk eLk τmati )

,

(34)

and
nx j

MkW

eLk τmati − 1

(32)

γ̄kw =

MkW w
γ̂k ,
aW
k

(35a)

γ̄kj =

MkW
γ̂kj , for all j ∈ N̄ ,
aW
k

(35b)

e
γ̄kh
=

MkW e
γ̂kh , for all h ∈ M̄ \ {k}.
aW
k

(35c)

The proof can be obtained following similar arguments as
in [15, 20] and can be found in [2].

5.2.2

Varying transmission intervals and delays

Next we also allow nonzero communication delays bounded
k
by τmad
and tkκk +1 − tkκk as in Assumption 3.1, next to timevarying transmission intervals. Thus the obtained networkinduced error is described by (17). In order to guarantee
ISS of the network-induced errors, we make the following
assumption.
Assumption 5.3. For each network-induced error system
(17) there exist a function W̃k : N × {0, 1} × Rnek × Rnek →
R>0 with W̃k (κk , lk , ·, ·) locally Lipschitz for all κk ∈ N and
lk ∈ {0, 1}, continuous functions Hlkk : Rnx ×Rnw ×Rne −nek →
W
R>0 , functions bW
k , b̄k ∈ K∞ and constants 0 6 λk < 1,
k
Llk > 0 such that:
• for all κk ∈ N and all sk , ek ∈ Rnek it holds that
W̃k (κk + 1, 1, ek , hk (κk , ek ) − ek ) 6 λk W̃k (κk , 0, ek , sk )
(36)
W̃k (κk , 0, sk + ek , −sk − ek ) 6 W̃k (κk , 1, ek , sk );
(37)

• for all κk ∈ N, lk ∈ {0, 1} and all sk , ek ∈ Rnek it
holds that
W
bW
k (|(ek , sk )|) 6 W̃k (κk , lk , ek , sk ) 6 b̄k (|(ek , sk )|);
(38)

• for all κk ∈ N, lk ∈ {0, 1}, sk ∈ Rnek , x ∈ Rnx and
almost all e ∈ Rne it holds that


∂ W̃k (κk , lk , ek , sk )
, gk (x, e, w)
∂ek
6 Lklk W̃k (κk , lk , ek , sk ) + Hlkk (x, w, ēk ).

k
k
k
k
To show how φk (τmati
, τmad
) depends on τmati
and τmad
,
k
k
we show in Figure 3 which combinations of τmati and τmad
lead to a certain value
a communication network
pof φk , for
k
with λW
1/2, Lk0 = 50 and Lk1 = λW
k = 1, λk =
k L0 /λk .
From this figure it is apparent that there is a tradeoff of
MATI versus MAD, and that the size of the tradeoff depends
on the value of φk .

·10−3

Theorem 5.2. If Assumptions 3.1, 5.1 and 5.2 hold, then
the function W̃k given by

n

max
Wk (κk , ek ),



o
lk = 0,



Wk (κk , ek + sk ) ,
n
W̃k (κk , lk , ek , sk ) :=
λk

Wk (κk , ek ),

 max λW

k
o
lk = 1,



Wk (κk , ek + sk ) ,

τ kmad

3

Lk0 =

0

MkW Mke
λW M W M e
and Lk1 = k kW k ,
W
ak
λk ak

(41)
(42)

W
W
W
W
W
bW
k (r) = bk r and b̄k (r) = b̄k r, where bk and b̄k are some
positive constants.
k
k
If, in addition, τmati
and τmad
are such that
k

k

2

1

(40)
satisfies Assumption 5.3 with
k
H0k (x, ēk , w) = H1k (x, ēk , w) = MW
mk (x, ēk , w),

k

k k

λk eL0 (τmati −τmad ) eL1 τmad < 1,

(43)

then Condition 4.2 holds with
γ̄kw =

W
λW
k Mk
γ̂kw ,
λk aW
k

(44a)

γ̄kj =

W
λW
k Mk
γ̂kj , for all j ∈ N̄ ,
W
λk ak

(44b)

e
γ̄kh
=

W
λW
e
k Mk
γ̂kh
, for all h ∈ M̄ \ {k},
W
λk ak

(44c)

φk = 0.001
φk = 0.01
φk = 0.1

4

(39)

0

1

2

3
τ kmati

4

5

6
·10−3

Figure 3: Tradeoff of MATI
versus MAD for a netp
k
work with λW
1/2, Lk0 = 50, Lk1 = λW
k = 1, λk =
k L0 /λk .

6.

NUMERICAL EXAMPLE

To illustrate the findings of the paper, we consider the
problem of stabilizing two coupled cart-pendulum systems
Pi , i = 1, 2, with the pendula in their (unstable) upright
equilibrium, see Figure 4. This is the same example as
in [10]. Each subsystem consists of a moving support (cart)
with mass Mi , a rigid massless beam of length li , and a
point mass mi attached to the end of the beam, i = 1, 2.
The pendula are coupled via a linear spring with stiffness k.
The system is actuated via input forces ûi , i = 1, 2.

and
k
k
φk (τmati
, τmad
)=

Lk0 F0k F1k + (Lk1 − Lk0 )F0k − Lk1

,
Lk0 Lk1 1 − λk F0k F1k

(45)

where
k

k

k

F0k = eL0 (τmati −τmad )

(46)

and
k k

F1k = eL1 τmad .

(47)

The proof can be found in [2].
k
Remark 5.3. Note that φk (τmati
, 0) in (45) is larger than
k
e
φk (τmati
) in (34), and that the gains γkj , γkh
of (44) are
e
larger than the gains γkj , γkh of (35). In other words, by introducing transmission delays in the analysis, the estimates
of the scaling factors and ISS gains of the network-induced
errors immediately become more conservative.

Figure 4: Schematic of the two coupled cartpendulum systems.

u1 = K 1 x1

ŷ1

N1

N2
y1

u1
ẋ1 = A1 x1 + ∆12 x2 + B1 û1

ŷ2

u2 = K 2 x2

y2

u2
ẋ2 = A2 x2 + ∆21 x1 + B2 û2

Figure 5: Networked control setup of the two coupled cart-pendulum systems.

ẋ1 = A1 x1 + ∆12 x2 + B1 û1 ,
ẋ2 = A2 x2 + ∆21 x1 + B2 û2 ,

(48)
(49)

where xi = (pi , ṗi , θi , θ̇i ) is the state variable of subsystem Pi , i = 1, 2. The numerical values of all parameters
and matrices that are used in this example can be found
in [10].
Each subsystem has its own decentralized controller collocated with the actuator (and thus ûi = ui , i = 1, 2), given
by ui = Ki x̂i , where Ki are such that the eigenvalues of
A1 + B1 K1 are {−1, −2, −3, −4}, and the eigenvalues of
A2 + B2 K2 are {−2, −3, −4, −5}.
Furthermore, each subsystem employs its own local network as in Figure 5, over which the state values yi = xi
are transmitted to the controller. The flow dynamics of the
closed-loop hybrid model can then be written in the form
ẋ1 = (A1 + B1 K1 )x1 + ∆12 x2 + B1 K1 e1 ,

(50a)

ẋ2 = (A2 + B2 K2 )x2 + ∆21 x1 + B2 K2 e2 ,
ė1 = −ẋ1 ,

(50b)
(50c)

ė2 = −ẋ2

(50d)

in which ek = x̂k − xk , k = 1, 2 are the network-induced
(state) errors.
For subsystems (50a) and (50b) we derive ISS gains γ12 ,
e
e
γ11
, γ21 and γ22
satisfying Condition 4.1 by using the procedure described in Section 5.1 and local Lyapunov functions
Vi (xi ) = x>
i Pi xi satisfying
(Ai + Bi Ki )> Pi + Pi (Ai + Bi Ki ) = −3I.

MkW
Mke

e
γ11
0
0
0


0
e 
γ22 
.
0 
0

(53)

We can now use Procedure 4.1 and the results of Section 5.2
k
k
to find suitable values for τmati
, τmad
, k = 1, 2. Since in
this case Γ(s) is linear we use Lemma 2.2 to maximize φ2
for each given scalar φ1 thus finding Pareto optimal values
for φ1 and φ2 such that Γ(s) satisfies the strong small gain
condition,
First we consider the delay-free case. Using Theorem 5.1,
1
2
we find a tradeoff of τmati
versus τmati
, shown in Figure 6.
1
From Figure 6 we can see that by decreasing τmati
we can
·10−6

1.5

, n1 = n2 = 1
, n1 = n2 = 2
, n1 = n2 = 3
, n1 = n2 = 4

1

0.5

0

0

1

2

3
τ 1mati

4

5
·10

−6

(51)

We assume that the networks suffer from varying transmission intervals and varying delays, satisfying Assumption 3.1,
but not from other network effects, such as packet dropouts
and quantization. Furthermore, we assume that both networks employ the TOD protocol, which satisfies AssumpW
W
tion
p 5.1 with Wk (κk , ek ) = |ek |, ak = āk = 1, and λk =
(nk − 1)/nk , where nk is the number of nodes in network
Nk [15]. Then, using (50), we find that Assumption 5.2 is
satisfied with
λW
k = 1,

The gain matrix now becomes

0
γ12
 γ21
0

Γ=
φ1 γ̄11 φ1 γ̄12
φ2 γ̄21 φ2 γ̄22

τ 2mati

Linearizing the pendula around their unstable upright equilibria, we find,

(52a)

= 1,
= |Bk Kk |,

(52b)
(52c)

γ̂kk (|xk |) = |Ak + Bk Kk ||xk |,
γ̂kj (|xj |) = |∆kj ||xj |, j 6= k,

(52d)
(52e)

e
γ̂kh
(|eh |) = 0, h 6= k.

(52f)

1
2
Figure 6: Tradeoff of τmati
versus τmati
for the delayfree case, for varying number of nodes per network
ni . The MATIs found in [10] are shown with marks
for comparison.
2
allow a larger τmati
, and vice versa. This is a very useful
result, since it implies that we can decrease the required performance of one network by improving the other. The figure
also shows the MATIs found in [10], and we can see that the
approach of Section 5.2.1 is, at least for this example, no
more conservative than the approach of [10], while we gain
the freedom of trading MATIs.
Next we also allow delays, so we have to use the results of
k
k
Section 5.2.2 for finding τmati
, τmad
, i = 1, 2. Again maximizing φ2 for each φ1 , we find a tradeoff curve of φ1 versus
φ2 , shown in Figure 7(a) for n1 = n2 = 2. For each network
i
i
we can now trade τmati
versus τmad
to arrive at a given
value of φk , k = 1, 2. For network N1 this tradeoff is shown
in Figure 7(b), again for n1 = 2. From this figure we can
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(a) Tradeoff φ1 versus φ2
·10

1
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φ1 = 1 · 10−6
φ1 = 2 · 10−6
φ1 = 3 · 10−6

0.8

1
τmad

0.6

0.4

0.2

0

0

0.2

0.4

0.6
1
τmati

0.8

1
·10

−6

1
1
(b) Tradeoff τmati
vs τmad
for given φ1

Figure 7: The tradeoff curve of φ1 versus φ2 , and the
i
i
tradeoff of τmati
versus τmad
for network N1 , for the
case with delays and with n1 = n2 = 2.

reducing the load on the network. For such networks it is
trivial to find the ISS gains of the network-induced error system, since these gains can be directly enforced by the choice
of event-triggering mechanism (ETM), see, e.g., [21]. Interesting and useful results in this direction have already been
published in [6], where decentralized ETMs are derived using
the general small-gain theorem of [4]. Furthermore, in [17]
event-triggered control is studied in the setting of networks
using UGES protocols. The key problem in event-triggered
control is preventing Zeno behavior, i.e., it is necessary that
a nonzero minimum transmission interval is guaranteed, and
that this minimum transmission interval is robust to disturbances [1]. Most works in the literature guaranteeing this
property only consider setups in which events are generated
based on the full state of the system, however, when only
using output information it is in general an open question
how to prevent Zeno behavior. Possible solutions would be
to resort to periodic event-triggered control (PETC) systems [11], in which the event-triggering mechanism is not
evaluated continuously, but rather periodically, or to evaluate the ETM only after a predetermined lower time threshold has elapsed [5, 13, 22, 23]. These approaches automatically guarantee a positive minimum transmission interval.
Such event-triggered communication networks can then directly be incorporated in the above stability analysis, without any significant changes. Another option would be to add
an absolute threshold to the triggering condition as in [7],
for which a semi-global lower bound on the inter-event times
can be guaranteed. This would lead to input-to-state practically stable (ISpS) systems, which also fit into the framework
proposed in this paper.
Furthermore, we aim to extend the current results to packet
losses (with [19] being an interesting starting point), delays
greater than the transmission interval and quantization effects. Finally, we hope to reduce the conservatism of the
current results, to get larger MATIs and MADs guaranteeing stability of the complete system.

8.
1
see that for this example, the dependence of φ1 on τmad
is negligible, and that we can allow any delay bounded by
the transmission interval, without any significant change in
1
τmati
.

7.

POSSIBLE EXTENSIONS AND FUTURE
WORK

The presented stability analysis is of course not limited
to the communication networks described in this paper. An
important observation from [8] is that ISS of the communication networks is sufficient, but not necessary to guarantee
ISS of the plant and controller states of the interconnected
system. For this, it is sufficient that the network-induced
errors are globally stable (GS). Certainly, non-UGES protocols can be allowed, as long the resulting network-induced
error systems are GS, see, e.g., [15].
Furthermore, instead of only considering time-triggered
networks (characterized by MATIs), also event-triggered networks can be allowed. In an event-triggered network, the
transmission times are not determined (or restricted) based
on time, but based on the actual information content of the
involved signals, see, e.g., [12] for a recent overview. This
guarantees that transmissions only occur when necessary,

CONCLUSIONS

We used a recently introduced small-gain theorem for general networks to analyze the stability of a large class of largescale networked control systems with multiple communication networks.
The class of NCSs we considered can be modelled as an interconnection of ordinary nonlinear systems (the controlled
subsystems) and hybrid systems (the communication networks). We assumed that all controlled subsystems are ISS,
and we showed that networks that employ UGES protocols
give rise to ISS error systems with ISS gains that can be
scaled by a function φ, which is a function of the network
parameters (MATI and MAD). Then, by using the general
small-gain theorem, we can optimize the scaling functions φk
corresponding to networks Nk , k ∈ M̄ in a Pareto optimal
sense. This leads to a tradeoff between the scaling functions.
Once the scaling function of a network is determined, one
can tradeoff its MATI versus its MAD to meet the required
value of φ.
Based on this analysis we find that by increasing the performance of one network (where the performance of a network is characterized by its scaling function φ), we can decrease the required performance of other networks. Furthermore, by decreasing the MATI of a network, we can allow a
larger MAD, while not decreasing the network performance.

Since the stability analysis is only based on the ISS gains
of the subsystems and the network-induced error systems,
it is very easy to use different types of communication networks in one NCS. For example, it is possible to mix both
time-triggered and event-triggered networks, and also to mix
different UGES or even non-UGES protocols, as discussed in
Section 7. Furthermore, when changing, removing or adding
a communication network, one only needs to find the ISS
gains related to the changed or added network in order to
redo the stability analysis.
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ISS small gain theorem for general networks,
Mathematics of Control, Signals, and Systems 19
(2007), no. 2, 93–122.
[4]
, Small gain theorems for large scale systems
and construction of ISS lyapunov functions, SIAM
Journal on Control and Optimization 48 (2010), no. 6,
4089–4118.
[5] C. De Persis, R. Sailer, and F. Wirth, On
inter-sampling times for event-triggered large-scale
linear systems, Decision and Control (CDC), 2013
52nd IEEE Conference on, 2013, to appear.
[6] C. De Persis, R. Sailer, and H. Wirth, Parsimonious
event-triggered distributed control: A zeno free
approach, Automatica 49 (2013), no. 7, 2116–2124.
[7] M.C.F. Donkers and W.P.M.H. Heemels, Output-based
event-triggered control with guaranteed L∞ -gain and
improved and decentralized event-triggering,
Automatic Control, IEEE Transactions on 57 (2012),
no. 6, 1362–1376.
[8] R. Geiselhart and F.R. Wirth, On maximal gains
guaranteeing a small-gain condition, Submitted for
publication.
[9] R. Goebel, R.G. Sanfelice, and A.R. Teel, Hybrid
dynamical systems: Modeling, stability, and
robustness, Princeton University Press, 2012.
[10] W.P.M.H. Heemels, D.P. Borgers, N. Van de Wouw,
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